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QUESTION 1

What is the purpose of an internal segmentation firewall (ISFW)? 

A. It is the first line of defense at the network perimeter. 

B. It inspects incoming traffic to protect services in the corporate DMZ. 

C. It is an all-in-one security appliance that is placed at remote sites to extend the enterprise network. 

D. It splits the network into multiple security segments to minimize the impact of breaches. 

Correct Answer: D 

 

QUESTION 2

View the exhibit, which contains the output of a real-time debug, and then answer the question below. 

Which of the following statements are true regarding this output (Choose two.) 

A. This web request was inspected using the root web filter profile. 

B. The requested URL belongs to category ID 52. 

C. The web request was blocked by FortiGate. 

D. FortiGate found the requested URL in its local cache. 

Correct Answer: AC 

 

QUESTION 3

View the following FortiGate configuration. 
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All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic
from a user on the internal network. 

If the priority on route ID 1 were changed from 5 to 20, what would happen to traffic matching that user\\'s session? 

A. The session would be deleted, so the client would need to start a new session. 

B. The session would remain in the session table, and its traffic would still egress from port1. 

C. The session would remain in the session table, and its traffic would start to egress from port2. 

D. The session would remain in the session table, but its traffic would now egress from both port1 and port2. 
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Correct Answer: B 

 

QUESTION 4

View the exhibit, which contains the output of diagnose sys session stat, and then answer the question below. 

Which of the following statements about the output shown are correct? (Choose two.) 

A. There are 166 TCP sessions waiting to complete the three-way handshake. 

B. All the sessions in the session table are TCP sessions. 

C. There are 0 ephemeral sessions. 

D. No sessions have been deleted because of memory pages exhaustion. 

Correct Answer: CD 

 

QUESTION 5

View the exhibit, which contains a partial routing table, and then answer the question below. 
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Assuming all the appropriate firewall policies are configured, which of the following pings will FortiGate route? (Choose
two.) 

A. Source IP address 10.1.0.24, Destination IP address 10.72.3.20. 

B. Source IP address 10.72.3.27, Destination IP address 10.1.0.52. 

C. Source IP address 10.72.3.52, Destination IP address 10.1.0.254. 

D. Source IP address 10.73.9.10, Destination IP address 10.72.3.15. 

Correct Answer: BC 
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