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QUESTION 1

When does a RADIUS server send an Access-Challenge packet?

A. The server does not have the user credentials yet.

B. The server requires more information from the user, such as the token code for two-factor authentication.
C. The user credentials are wrong.

D. The user account is not found in the server.

Correct Answer: B

QUESTION 2

An administrator has enabled HA session synchronization in a HA cluster with two members. Which flag is added to a
primary unit\\'s session to indicate that it has been synchronized to the secondary unit?

A. redir.

B. dirty.

C. synced

D. nds.

Correct Answer: C

The synced sessions have the “synced\\' flag. The command “diag sys session list\\' can be used to see the sessions on
the member, with the associated flags.

QUESTION 3

View the exhibit, which contains an entry in the session table, and then answer the question below.
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session info: proto=6 proto state=1ll duration=53 expire=265 timeout=300 flags=00000000
sockflag=00000000

origin-shaper=

reply-shaper=

per ip shaper=

ha id=0 policy dir=0 tunnel=/ vlan cos=0/255

user=AALT state=redir log local may dirty npu nlb none acct-ext

statistic (bytes/packets/allow err): org=2651/17/1 reply=19130/28/1 tuples=3

tx speed (Bps/kbps): 75/0 rx speed (Bps/kbps): 542/4

orgin->sink: org pre->post, reply pre->post dev=7->6/6->7 gwy=172.20.121.2/10.0.0.2
hook=post dir=org act=snat 192.167.1.100:49545->216.58.216.238:443(172.20.121.96:49545)
hook=pre dir=reply act=dnat 216.58.216.238:443->172.20.121.96:49545 (192.167.1.100:49545)
hook=post dir=reply act=noop 216.58.216.238:443->192.167.1.100:49545 (0.0.0.0:0)

pos/ (before, after) 0/(0,0), 0/(0,0)

src mac=08:5b:0e:6c:7b:7a

misc=0 policy id=21 auth info=0 chk client info=0 vd=0

serial=007£2948 tos=ff/ff app list=0 app=0 url cat=41

dd type=0 dd mode=0

npu state=00000000

npu info: flag=0x00/0x00, offload=0/0, ips offload=0/0, epid=0/0, ipid=0/0, v1lan=0x0000/0x0000
v1ifid=0/0, vtag in=0x0000/0x0000 in npu=0/0, ocut npu=0/0, fwd en=0/0, gid=0/0

Which one of the following statements is true regarding FortiGate\\'s inspection of this session?
A. FortiGate applied proxy-based inspection.

B. FortiGate forwarded this session without any inspection.

C. FortiGate applied flow-based inspection.

D. FortiGate applied explicit proxy-based inspection.

Correct Answer: A

https://kb.fortinet.com/kb/viewContent.do?externalld=FD30042

QUESTION 4

What events are recorded in the crashlogs of a FortiGate device? (Choose two.)
A. A process crash.

B. Configuration changes.

C. Changes in the status of any of the FortiGuard licenses.

D. System entering to and leaving from the proxy conserve mode.

Correct Answer: AD
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QUESTION 5

An administrator is running the following sniffer in a FortiGate: diagnose sniffer packet any "host 10.0.2.10" 2
What information is included in the output of the sniffer? (Choose two.)

A. Ethernet headers.

B. IP payload.

C. IP headers.

D. Port names.

Correct Answer: BC

https://kb.fortinet.com/kb/documentLink.do?externallD=11186
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