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QUESTION 1

Examine the following RADIUS configuration: 

An administrator has configured a RADIUS server on FortiGate that points to FortiAuthenticator. FortiAuthenticator is
acting as an authentication proxy and is configured to relay all authentication requests to a remote Windows AD server
using LDAP. 

While testing the configuration, the administrator notices that the diagnose test authservercommand works with PAP,
however, authentication requests fail when using MSCHAPv2. 

Which two changes should the administrator make to get MSCHAPv2 to work? (Choose two.) 

A. Force FortiGate to use the PAP authentication method in the RADIUS server configuration. 

B. Change the remote authentication server from LDAP to RADIUS on FortiAuthenticator. 

C. Use MSCHAP instead of using MSCHAPv2 

D. Enable Windows Active Directory Domain Authentication on FortiAuthenticator to add FortiAuthenticator to the
Windows domain. 

Correct Answer: BD 

Reference: https://docs.fortinet.com/document/fortiauthenticator/6.0.0/administration-guide/641286/ remote-
authentication-servers 

 

QUESTION 2

Refer to the exhibit. 

Examine the partial debug output shown in the exhibit. 
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Which two statements about the debug output are true? (Choose two.) 

A. The connection to the LDAP server timed out. 

B. The user authenticated successfully. 

C. The LDAP server is configured to use regular bind. 

D. The debug output shows multiple user authentications. 

Correct Answer: BC 

 

 

QUESTION 3

Refer to the exhibit. 
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Examine the packet capture shown in the exhibit, which contains a RADIUS access request packet sent by FortiSwitch
to a RADIUS server. 

Why does the User-Name field in the RADIUS access request packet contain a MAC address? 

A. The FortiSwitch interface is configured for 802.1X port authentication with MAC address bypass, and the connected
device does not support 802.1X. 

B. FortiSwitch authenticates itself using its MAC address as the user name. 

C. The connected device is doing machine authentication. 

D. FortiSwitch is replying to an access challenge packet sent by the RADIUS server and requesting the client MAC
address. 

Correct Answer: D 

 

 

QUESTION 4

Refer to the exhibit. 

Examine the network topology shown in the exhibit. 

Latest NSE7_SAC-6.2 Dumps | NSE7_SAC-6.2 VCE Dumps | NSE7_SAC-6.2 Practice Test                               4 / 6

https://www.pass2lead.com/nse7_sac-6-2.html
https://www.pass2lead.com/nse7_sac-6-2.html
https://www.pass2lead.com/nse7_sac-6-2.html


https://www.pass2lead.com/nse7_sac-6-2.html
2024 Latest pass2lead NSE7_SAC-6.2 PDF and VCE dumps Download

Which port should have root guard enabled? 

A. FortiSwitch A, port2 

B. FortiSwitch A, port1 

C. FortiSwitch B, port1 

D. FortiSwitch B, port2 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortiswitch/6.4.2/administration-guide/364614/spanningtree-protocol 

 

QUESTION 5

Which statement correctly describes the quest portal behavior on FortiAuthenticator? 

A. Sponsored accounts cannot authenticate using guest portals. 

B. FortiAuthenticator uses POST parameters and a RADIUS client configuration to map the request to a guest portal for
authentication. 

C. All guest accounts must be activated using SMS or email activation codes. 

D. All self-registered and sponsored accounts are listed on the local Users GUI page on FortiAuthenticator. 
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Correct Answer: A 
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