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QUESTION 1

Refer to the exhibit. 

A host machine connected to port2 on FortiSwitch cannot connect to the network. All ports on FortiSwitch are assigned
a security policy to enforce 802.1X port authentication. While troubleshooting the issue, the administrator runs the
debug command and obtains the output shown in the exhibit. 

Which two scenarios are the likely cause of this issue? (Choose two.) 

A. The host machine is not configured for 802.1X port authentication. 

B. The host machine does not support 802. 1X authentication. 

C. The host machine is quarantined due to a security incident. 

D. The host machine is configured with wrong VLAN ID. 

Correct Answer: AB 

Reference: https://kb.fortinet.com/kb/documentLink.do?externalID=FD46428 

 

QUESTION 2

Refer to the exhibit. 

Examine the configuration of the FortiSwitch security policy profile. 
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If the security profile shown in the exhibit is assigned on the FortiSwitch port for 802.1X.port authentication, which
statement is correct? 

A. Host machines that do support 802.1X authentication, but have failed authentication, will be assigned the guest
VLAN. 

B. All unauthenticated users will be assigned the auth-fail VLAN. 

C. Authenticated users that are part of the wired-users group will be assigned the guest VLAN. 

D. Host machines that do not support 802.1X authentication will be assigned the guest VLAN. 

Correct Answer: C 

 

 

QUESTION 3

802.1X port authentication is enabled on only those ports that the FortiSwitch security policy is assigned to. 

Which configurable items are available when you configure the security policy on FortiSwitch? (Choose two.) 

A. FSSO groups 

B. Security mode 

C. User groups 

D. Default guest group 
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Correct Answer: BC 

 

 

QUESTION 4

Examine the following output from the FortiLink real-time debug. 

Based on the output, what is the status of the communication between FortiGate and FortiSwitch? 

A. FortiGate is unable to authorize the FortiSwitch. 

B. FortiGate is unable to establish FortiLink tunnel to manage the FortiSwitch. 

C. FortiGate is unable to located a previously managed FortiSwitch. 

D. The FortiLink heartbeat is up. 

Correct Answer: D 

 

 

QUESTION 5

Refer to the exhibit. 

Examine the output of the debug command and port configuration shown in the exhibit. 
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FortiGate learned the MAC address 78:2b:cb:d8:36:68 dynamically. 

What action does FortiSwitch take if there is an untagged frame coming to port1 will different MAC address? 

A. The frame is accepted and assigned to the quarantine VLAN. 

B. The frame is accepted and FortiSwitch will update its mac address table with the new MAC address. 

C. The frame is dropped. 

D. The frame is accepted and assigned to the user VLAN. 

Correct Answer: A 
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