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QUESTION 1

Which CLI command should an administrator use to view the certificate validation process in real-time? 

A. diagnose debug application certd -1 

B. diagnose debug application fnbamd -1 

C. diagnose debug application authd -1 

D. diagnose debug application foauthd -1 

Correct Answer: B 

 

 

QUESTION 2

Examine the sections of the configuration shown in the following output: 

What action will the FortiGate take when using OCSP certificate validation? 

A. FortiGate will reject the certificate if the OCSP server replies that the certificate is unknown. 

B. FortiGate will use the OCSP server 10.0.1.150 even when the OCSP URL field in the user certificate 

contains a different OCSP server IP address. 

C. FortiGate will use the OCSP server 10.0.1.150 even when there is a different OCSP IP address in the ocsp-override-
serveroption under config user peer. 

D. FortiGate will invalidate the certificate if the OSCP server is unavailable. 

Correct Answer: D 
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QUESTION 3

What action does FortiSwitch take when it receives a loop guard data packet (LGDP) that was sent by itself? 

A. The receiving port is shut down. 

B. The sending port is shut down 

C. The receiving port is moved to the STP blocking state. 

D. The sending port is moved to the STP blocking state 

Correct Answer: B 

Reference: https://www.scribd.com/document/468940309/Secure-Access-6-0-Study-Guide-Online-pdf 

 

QUESTION 4

Refer to the exhibit. 

Examine the packet capture shown in the exhibit, which contains a RADIUS access request packet sent by FortiSwitch
to a RADIUS server. 

Why does the User-Name field in the RADIUS access request packet contain a MAC address? 

A. The FortiSwitch interface is configured for 802.1X port authentication with MAC address bypass, and the connected
device does not support 802.1X. 

B. FortiSwitch authenticates itself using its MAC address as the user name. 

C. The connected device is doing machine authentication. 
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D. FortiSwitch is replying to an access challenge packet sent by the RADIUS server and requesting the client MAC
address. 

Correct Answer: D 

 

 

QUESTION 5

Refer to the exhibit. 

Examine the output of the debug command and port configuration shown in the exhibit. 

FortiGate learned the MAC address 78:2b:cb:d8:36:68 dynamically. 

What action does FortiSwitch take if there is an untagged frame coming to port1 will different MAC address? 

A. The frame is accepted and assigned to the quarantine VLAN. 

B. The frame is accepted and FortiSwitch will update its mac address table with the new MAC address. 

C. The frame is dropped. 

D. The frame is accepted and assigned to the user VLAN. 

Correct Answer: A 
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