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QUESTION 1

Which statement is correct about SD-WAN and ADVPN? 

A. You must use OSPF. 

B. SD-WAN can steer traffic to ADVPN shortcuts established over IPsec overlays configured as SD-WAN members. 

C. Routes for ADVPN shortcuts must be manually configured. 

D. SD-WAN does not monitor the health and performance of ADVPN shortcuts. 

Correct Answer: B 

 

QUESTION 2

Refer to the exhibit. 
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FortiGate has multiple dial-up VPN interfaces incoming on port1 that match only FIRST_VPN. 

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match
all possible IPsec dial-up interfaces? (Choose two.) 

A. Specify a unique peer ID for each dial-up VPN interface. 

B. Use different proposals are used between the interfaces. 

C. Configure the IKE mode to be aggressive mode. 

D. Use unique Diffie Hellman groups on each VPN interface. 

Correct Answer: AC 

SD-WAN 6.4.5 Study Guide. pg 182 
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QUESTION 3

Refer to the exhibits. 

ExhibitA shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate. 

Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN
zone for port1 and port2? 

A. port2 is referenced in a static route. 

B. port1 is assigned a manual IP address. 

C. port1 and port2 are not administratively down. 

D. port1 is referenced in a firewall policy. 

Correct Answer: D 

 

QUESTION 4

Which two reasons make forward error correction (FEC) ideal to enable in a phase one VPN interface? (Choose two ) 

A. FEC transmits the original payload in full to recover the error in transmission. 

B. FEC improves reliability which overcomes adverse WAN conditions such as noisy links. 
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C. FEC is useful to increase speed at which traffic is routed through IPsec tunnels. 

D. FEC transmits additional packets as redundant data to the remote device. 

E. FEC reduces the stress on the remote device jitter buffer to reconstruct packet loss 

Correct Answer: BD 

 

QUESTION 5

Refer to exhibits. 

Exhibit A. 
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Exhibit B. 

Exhibit A shows the traffic shaping policy and exhibit B show: the firewall policy 

FortiGate is not performing traffic shaping as expected basi on the policies shown in the exhibits. 

To correct this traffic shaping issue on FortiGate, what configuration change must be made on which policy? 
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A. The shaper mode must be applied per-IP shaper on the traffic shaping policy 

B. The application control profile must be enabled on the firewall policy. 

C. The web filter profile must be enabled on the firewall policy 

D. The URL category must be specified on the traffic shaping policy 

Correct Answer: C 
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