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QUESTION 1

Refer to the exhibits. Exhibit A:

ID Name Source Destination Criteria Members

Exhibit B:
£ & | O AddFilter (5~ (D Details
Date/Time Source Destination Application Name Result Palicy Destination Interface
2020/10/15 11:12:27 100110  #% 151.101.250.109 (ivimeocdn.com) [ Vimeo + UTM Allowed Internet Access (1) i port2
2020/10/15 11:12:22 100.1.10 ™ 34.120.15.67 (fresnel-eventsvimeocdn.com) [ Vimeo v 200kB/4.33kB  Internet Access(1) i portl
2020/10/15 11:12:20 100110 5 172217.13.227 (ocsp.pkigoog) 2 OCsp v 128kB/149kB  InternetAccess(1) ™ port1
2020/10/15 11:12:07 100110 8 23.47.205.151 (detectportal firefox.com) @ HTTPBROWSER Firefox + 144kB/155kB  InternetAccess(1) ™ portl
2020/10/15 11:12:07 100110 ™= 23.47.205.151 (detectportal firefox.com) @ HTTPBROWSER Firefox + 143kB/160kB  Internet Access(1) ™ portl
2020/10/15 11:12:04 100.1.10 % 99.84.221.62 (snippets.cdnmozillanet) 2 HTTPS.BROWSER « 208kB/1344kB Internet Access (1) M port1

Exhibit A shows the SD-WAN rules and exhibit B shows the traffic logs. The SD-WAN traffic logs reflect how FortiGate
distributes traffic. Based on the exhibits, what are two expected behaviors when FortiGate processes SD-WAN traffic?
(Choose two.)

A. The first Vimeo session may not match the Vimeo SD-WAN rule because the session is used for the application
learning phase.

B. The implicit rule overrides all other rules because parameters widely cover sources and destinations.
C. The Vimeo SD-WAN rule steers Vimeo application traffic among all SD-WAN member interfaces.
D. SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom.

Correct Answer: AD

QUESTION 2
Which three performance SLA protocols are available on the FortiGate CLI only? (Choose three.)
A. tcp-echo

B. icmp
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C. twamp

D. udp-echo

E. smtp

Correct Answer: ACD

Command output from a fortigate:

FW-01 (test-health-check) # set protocol

ping Use PING to test the link with the server.

tcp-echo Use TCP echo to test the link with the server. udp-echo Use UDP echo to test the link with the server. http Use
HTTP-GET to test the link with the server. twamp Use TWAMP to test the link with the server. dns Use DNS query to
test

the link with the server. tcp-connect Use a full TCP connection to test the link with the server.

ftp Use FTP to test the link with the server.

QUESTION 3

What are two reasons why FortiGate would be unable to complete the zero-touch provisioning process? (Choose two.)
A. The FortiGate cloud key has not been added to the FortiGate cloud portal.

B. FortiDeploy has connected with FortiGate and provided the initial configuration to contact FortiManager

C. The zero-touch provisioning process has completed internally, behind FortiGate.

D. FortiGate has obtained a configuration from the platform template in FortiGate cloud.

E. A factory reset performed on FortiGate.

Correct Answer: AC

QUESTION 4

Refer to Exhibit:
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Based on the exhibit, which algorithm does SD-WAN use to distribute traffic that does not match any of the SD-WAN
rules, among the member interfaces?

A. All traffic from a source IP to a destination IP Is sent to the same interface.

B. All traffic from a source IP Is sent to the most used Interface.

C. All traffic from a source IP to a destination IP is sent to the least used interface.
D. All traffic from a source IP is sent to the same interfaces.

Correct Answer: A

QUESTION 5

Refer to the exhibit.
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config vpn ipsec phasel-interface

edit “EIRST VPN"
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “first-group”
set psksecret fortinetl

next

edit “SECOND VEN”
set type dynamic
set interface “portl”
set peertype any
set proposal aesl28-sha256 aes256-sha38
set dhgrp 14 15 19
set xauthtype auto
set authusrgrp “second-group”
set psksecret fortinet2

next

edit

FortiGate has multiple dial-up VPN interfaces incoming on portl that match only FIRST_VPN.

Which two configuration changes must be made to both IPsec VPN interfaces to allow incoming connections to match
all possible IPsec dial-up interfaces? (Choose two.)

A. Specify a unique peer ID for each dial-up VPN interface.
B. Use different proposals are used between the interfaces.
C. Configure the IKE mode to be aggressive mode.

D. Use unique Diffie Hellman groups on each VPN interface.
Correct Answer: AC

SD-WAN 6.4.5 Study Guide. pg 182
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