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QUESTION 1

Which diagnostic command can you use to show the SD-WAN rules interface information and state?
A. diagnose sys sdwan route-tag-list.

B. diagnose sys sdwan service.

C. diagnose sys sdwan member.

D. diagnose sys sdwan neighbor.

Correct Answer: B

https://community.fortinet.com/t5/FortiGate/Technical-Tip-Diagnostic-commands-to-check-the-status-of-the-SD/ta-
p/194246

QUESTION 2

Which action FortiGate performs on traffic that is subject to a per-IP traffic shaper of 10 Mbps?
A. FortiGate shares 10 Mbps of bandwidth equally among all source IP addresses.

B. FortiGate applies traffic shaping to the original traffic direction only.

C. FortiGate limits each source IP address to a maximum bandwidth of 10 Mbps.

D. FortiGate guarantees a minimum of 10 Mbps of bandwidth to each source IP address.

Correct Answer: C

QUESTION 3
What are two roles that SD-WAN orchestrator plays when it works with FortiManager? (Choose two )
A. It configures and monitors SD-WAN networks on FortiGate devices that are managed by FortiManager.

B. It acts as a standalone device to assist FortiManager to manage SD-WAN interfaces on the managed FortiGate
devices.

C. It acts as a hub FortiGate with an SD-WAN interface enabled and managed along with other FortiGate devices by
FortiManager.

D. It acts as an application that is released and signed by Fortinet to run as a part of management extensions on
FortiManager.

Correct Answer: AD

SD-WAN 6.4 Guide Page 158. https://docs2.fortinet.com/document/fortimanager/6.4.0/sd-wan-
orchestrator-6-4-0-administration-guide/91581/introduction
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QUESTION 4

Refer to the exhibit.

FortiGate # diagnose firewall shaper per-ip-shaper list
name FTP 5M

maximum-bandwidth 625 KB/sec
maximum-concurrent-session 5

tos ff/ff

packets dropped 65

bytes dropped 81040

addr=10.1.0.1 status: bps=0 ses=1
addr=10.1.0.100 status: bps=0 ses=1
addr=10.1.10.1 status: bps=1656 ses=3

Which two statements about the debug output are correct? (Choose two )
A. The debug output shows per-IP shaper values and real-time readings.
B. This traffic shaper drops traffic that exceeds the set limits.

C. Traffic being controlled by the traffic shaper is under 1 Kbps.

D. FortiGate provides statistics and reading based on historical traffic logs.

Correct Answer: AB

QUESTION 5

Refer to exhibits
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Exhibit A

169.254.1.1/255.255.255.0 PING

al 38 port9 Manual 0.0.0.0/0.0.0.0 root + Up
sl 3% port8 Manual 0.0.0.0/00.0.0 root + Up
Ml 3 port7 Manual 0.0.0.0/00.0.0 root +* Up
nl 2B porté Manual 0.0.0.0/0.0.0.0 root +* Up
M 32E ports Manual 0.0.0.0/0.0.0.0 root + Up
.: - e - -_:___--.;4 IR RS LI OAC iR e LTTn = - —

AT

Source Destination Schedule Service Users Action  Security Profies Log

@ atways @ ALL « Accept @ no-inspection B Log Security Events (-]

) ~ gt (2-2 / Totak 1)

= all = all ALL & Demrry
| O 2 soicitDeny Tany Taw gy ma S i 5 i fslions) gl R

Exhibit A shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate

Based on the FortiGate configuration shown in the exhibits, what are two issues you might encounter when creating an
SD-WAN interface on portl and port2? {Choose two )

A. Member interfaces that are administratively down

B. Member interface that have IP address of 0.0.0.0/0.0.0.0

C. Member interfaces that are physical interfaces as well as VLAN aggregate, and iPsec interfaces
D. Member interfaces that are referenced by any other configuration element

Correct Answer: AD
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