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QUESTION 1

Refer to the exhibits. 

ExhibitA shows the system interface with the static routes and exhibit B shows the firewall policies on the managed
FortiGate. 

Based on the FortiGate configuration shown in the exhibits, what issue might you encounter when creating an SD-WAN
zone for port1 and port2? 

A. port2 is referenced in a static route. 

B. port1 is assigned a manual IP address. 

C. port1 and port2 are not administratively down. 

D. port1 is referenced in a firewall policy. 

Correct Answer: D 

 

QUESTION 2

Which diagnostic command can you use to show interface-specific SLA logs for the last 10 minutes? 

A. diagnose sys sdwan log 
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B. diagnose sys sdwan health-check 

C. diagnose sys sdwan intf-sla-log 

D. diagnose sys sdwan sla-log 

Correct Answer: D 

diagnose sys sdwan intf-sla-log -> shows only bandwidth utilization diagnose sys sdwan sla-log -> shows packet-loss,
latency, jitter, MOS 

 

QUESTION 3

Refer to Exhibit: 

Which statement is correct it the responder FortiGate is using a dynamic routing protocol over the IPsec VPN interface? 

A. The phase 1 type must be changed to static for dynamic routing. 

B. Only dial-up connections without XAuth can be used for the dynamic routing 

C. add-route must be disabled to prevent FortiGate from installing VPN static routes 

D. peertype must be set to accept only one peer ID for a unique VPN interface 

Correct Answer: C 

 

QUESTION 4

Refer to the exhibit. 
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SD-WAN 6.4.5 Guide Page 76. https://docs.fortinet.com/document/fortigate/7.2.1/administration-guide/22371/sd-wan-
rules-best-quality 

What must you configure to enable ADVPN? 

A. On the hub VPN, only the device needs additional phase one sett 

B. ADVPN should only be enabled on unmanaged FortiGate devices. 

C. Each VPN device has a unique pre-shared key configured separately on phase one 

D. The protected subnets should be set to address object to all (0.0 .0. 0/0). 

Correct Answer: D 

SD-WAN 6.4.5 Study Guide. pg 210 

 

QUESTION 5

Refer to the exhibits. Exhibit A: 

Exhibit B: 
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Exhibit A shows the SD-WAN rules and exhibit B shows the traffic logs. The SD-WAN traffic logs reflect how FortiGate
distributes traffic. Based on the exhibits, what are two expected behaviors when FortiGate processes SD-WAN traffic?
(Choose two.) 

A. The first Vimeo session may not match the Vimeo SD-WAN rule because the session is used for the application
learning phase. 

B. The implicit rule overrides all other rules because parameters widely cover sources and destinations. 

C. The Vimeo SD-WAN rule steers Vimeo application traffic among all SD-WAN member interfaces. 

D. SD-WAN rules are evaluated in the same way as firewall policies: from top to bottom. 

Correct Answer: AD 
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