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QUESTION 1

You have replaced an explicit proxy Web filter with a FortiGate. The human resources department requires that all URLs
be logged. Users are reporting that their browsers are now indicating certificate errors as shown in the exhibit.

There is a problem with this website§ v certificate.
¢

The security certificate presented by this wihs as Not issued by a trusted certificate

authornty. h@

Securnty certificate problems may
send o the server. &

We recommend that you
& Chck here to close th
B Continue to this

= More infogina

Clearer.pictures'and'no water-mask'in'the!Premium!Produc

Which step is a valid solution to the problem?

A. Make sure that the affected users\\' browsers are no longer set to use the explicit proxy.

B. Import the FortiGate\\'s SSL CA certificate into the Web browsers.

C. Change the Web filter policies on the FortiGate to only do certificate inspection.

D. Make a Group Policy to install the FortiGate\\'s SSL certificate as a trusted host certificate on the Web browser.
Correct Answer: D

For https traffic inspection, client machine should install fortigate\\'s ssl certificate

QUESTION 2
Virtual Domains (VDOMs) allow a FortiGate administrator to do what?
A. Group two or more FortiGate units to form a single virtual device.

B. Split a physical FortiGate unit into multiple virtual devices.
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C. Create multiple VLANSs in a single physical interface,
D. Group multiple physical interfaces to form a single virtual interface.

Correct Answer: B

QUESTION 3

M\ Exhibit

Referring to the exhibit, users are reporting that their FortiFones ring but when they pick up, the cannot hear each other.
The FortiFones use SIP to communicate with the SIP Proxy Server and RTP between the phones. Which configuration
change will resolve the problem?
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config voip profile
edit default
config sip
set ips-rtp disable

config system settings
set sip-tcp-port 5060
end

config firewall policy ,@
edit 1 jﬁé
set srcintf port @j‘“
set dstintf Iti%

set srcaddr 468.234.3/24
set dsta : .168.235.0/24
set ac cept

set e always

set| ce SIP

aﬁh -status enable

@ voip-profile default
ﬂn@ >

config firewall policy
edit 1
set srcintf portls
get dstintf portlst
set srcaddr 192.168.235.0/24
set dstaddr 192.168.234.0/24
set action accept
set schedule always
set service SIP
set utm-status enable
set voip-profile default
next
BCH—‘.'HI"ET pictures and no water-mask in the Premium Product
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A.B.C.D
Correct Answer: C

References: http://docs.fortinet.com/uploaded/files/2813/fortigate-sip-54.pdf

QUESTION 4

M\ Exhibit

# diag npu npé port—-list
Chip XAUX Ports Max Cross—chip
Speed offloading
np&g 0 0 portZé 106 No
1 portZ5 106G No
Z portZE 10& No

3 portZ7 10G&G No
npé_ 1 0 port30 10G No @

1l porcrtZ2 106G No
Z2 port3Z 10G No <>
3 port3l 10G No Q

npé Z 0 portS 106G Yes

portS 10G Yes

portl3 10G = (:;%
ports lDGﬁ%TSE
portlld 106G ¥Yes

portld 10 b!( =
port? tl =
port YTes
poréfﬂ)ﬁﬂ Yes
E??fﬁq/&DG Yes
‘\51:,1 40G Yes

&L

npé&_3 Di}artls 106G Yes
0 portl9 10G Yes
0 portZ32 106G Yes
1 portls 106G Yes
1 portZ0 106G Yes

WWNNREEROO

rt7 4

icture

LG Yes = 2
s.and no.water-mask.in.the.Premium.Product
[5¢]

Referring to the exhibit, you want to know if aggregating port7 and port22 will work. Which statement is correct?
A. Yes, LACP is supported on all ports regardless if they are connected to the same NP6.

B. No, LACP is not supported on NP6 platforms.
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C. No, LACP is only supported on ports connected to the same NP6.
D. Yes, LACP is supported on ports that are linked together with integrated Switch Fabric.
Correct Answer: C

References: http://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-hardware-acceleration-52/NP6.htm

QUESTION 5

Your company uses a cluster of two FortiGate 3600C units in active-passive mode to protect the corporate network. The
FortiGate cluster sends its logs to a FortiAnalyzer and you have configured scheduled weekly reports for the Internet

bandwidth usage of each corporate VLAN. During a scheduled maintenance window, you make a series of configuration
changes. When the next FortiAnalyzer weekly report is generated, you notice that Internet bandwidth usage reported by

the FortiAnalyzer is far less than expected.
What is the reason for this discrepancy?
A. You applied an antivirus profile on some of the policies, and no traffic can be accelerated.

B. You disabled all security profiles on some of the firewall policies, and the traffic matching those policies is now
accelerated.

C. You enabled HA session-pickup, which is turn disabled session accounting.
D. You changed from active-passive to active-active, causing the session traffic counters to become inaccurate.
Correct Answer: D

Because of Active/Active failover traffic segregate to boxes where it reduces the bandwidth utilization
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