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QUESTION 1

Virtual Domains (VDOMs) allow a FortiGate administrator to do what? 

A. Group two or more FortiGate units to form a single virtual device. 

B. Split a physical FortiGate unit into multiple virtual devices. 

C. Create multiple VLANs in a single physical interface, 

D. Group multiple physical interfaces to form a single virtual interface. 

Correct Answer: B 

 

QUESTION 2

You are asked to implement a wireless network for a conference center and need to provision a high number of access
points to support a large number of wireless client connections. Which statement describes a valid solution for this
requirement? 

A. Use a captive portal for guest access. Use both 2.4 GHz and 5 GHz bands. Enable frequency and access point hand-
off. Use more channels, thereby supporting more clients. 

B. Use an open wireless network with no portal. Use both 2.4 GHz and 5 GHz bands. Use 802.11ac capable access
points and configure channel bonding to support greater throughput for wireless clients. 

C. Use a pre-shared key only for wireless client security. Use the 5 GHz band only for greater security. Use 802.11ac
capable access points and configure channel bonding to support greater throughput for wireless clients. 

D. Use a captive portal for guest access. Use both the 2.4 GHz and 5 GHz bands, and configure frequency steering.
Configure rogue access point detection in order to automatically control the transmit power of each AP. 

Correct Answer: D 

 

QUESTION 3

Which command detects where a routing path is broken? 

A. exec traceroute  

B. exec route ping  

C. diag route null 

D. diag debug route  

Correct Answer: A 

 

QUESTION 4
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A customer is authenticating users using a FortiGate and an external LDAP server. The LDAP user, John Smith, cannot
authenticate. The administrator runs the debug command diagnose debug application fnbamd 255 while John Smith 

attempts the authentication: 

Based on the output shown in the exhibit, what is causing the problem? 

A. The LDAP administrator password in the FortiGate configuration is incorrect. 

B. The user, John Smith, does have an account in the LDAP server. 

C. The user, John Smith, does not belong to any allowed user group. 

D. The user, John Smith, is using an incorrect password. 

Correct Answer: A 

Fortigate not binded with LDAP server because of failed authentication. Reference:
http://kb.fortinet.com/kb/documentLink.do?externalID=FD31886 

 

QUESTION 5
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How would you apply security to the network shown in the exhibit? 

A. Replace RW1 with a ruggedized FortiGate and RW2 with a normal FortiGate. Enable industrial category on the
application control. Place a FortiGate to secure Web servers. Configure IPsec to secure sensors data. Place a
ruggedized FortiAP to provide Wi-Fi to the sensors. 

B. Replace RW1 with a normal FortiGate and RW2 with a ruggedized FortiGate. Enable industrial category on the
application control. Place a FortiGate to secure Web servers. Configure IPsec to secure sensors data. Place a FortiAP
to provide Wi-Fi to the sensors. 

C. Replace RW1 with a normal FortiGate and RW2 with a ruggedized FortiGate. Enable industrial category on the Web
filter. Place a FortiWeb to secure Web servers. Configure IPsec to secure sensors data. Place a ruggedized FortiAP to
provide Wi-Fi to the sensors. 

D. Replace RW1 with a normal FortiGate and RW2 with a ruggedized FortiGate. Enable industrial category on the
application control. Place a FortiWeb to secure Web servers. Configure IPsec to secure sensors data. Place a
ruggedized FortiAP to provide Wi-Fi to the sensors. 

Correct Answer: D 
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