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QUESTION 1

A company wants to protect against Denial of Service attacks and has launched a new project. They want to block the
attacks that go above a certain threshold and for some others they are just trying to get a baseline of activity for those
types of attacks so they are letting the traffic pass through without action. Given the following:

-The interface to the Internet is on WAN1.

-There is no requirement to specify which addresses are being protected or protected from.
The protection is to extend to all services.

The tcp_syn_flood attacks are to be recorded and blocked.

The udp_flood attacks are to be recorded but not blocked.

The tcp_syn_flood attack\\'s threshold is to be changed from the default to 1000. The exhibit shows the current DoS-
policy.

config firewall DoS-palicy
edht |1
set status disable
set interface "wanl®
set service "AI.L__TC:P,-;{\ *\"Sﬂgj]ﬁ;j[.u Ll

config anomaly

edit "tc,p__i;
set fﬁ\j

Clearedpicturestandinolwate rem as kiinithel2rem

itmlIRroduc

Which policy will implement the project requirements?
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config firewall DoS-policy
edit 1
sat status enable
set interface “wanl”
set srcaddr “all”
set dstaddr “all”
set service “ALL TCP” “ALL UDP”
config annmai} -
edit “tcp syn flood"
gset status enable
set log enable
set action bklock
gset threshold 1000
next

edit “udp_ﬂnnd"ff_l%
set stam@;\:}
aﬂt 1
old 1000
n&:t
end

*’”f?
config firewall
edit 1 '
5 enable

terface "wanl”
srcaddr "all”
E@ et ds “all~

set service "ALL TCP" “ALL UDP"
config anunaly -
edit “tcp syn flocd”
set status enable
set log enable
set action block
set threshold 1000
next
edit “udp flood"”
set status snable
set log enabkle
set threshold 2000
next

Clearer pictu res and no water-mask in the Premium Product
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config firewall DoS-policy
edit 1

set status enable

set interface "“wanl”

set srcaddr “all”

set dstaddr “all”

set service “ALL TCP" “AI.I. upen

config annnaly
edit “tcp syn flood”

set status enable
set log enable
set action block
set threshold 1000

next ; %

edit “udp flood"

set log e
set s able
lu:t t block
shold 1000
naxt. "
- 3
config firewall DuS@‘%
edit 1 ,.f
s enable

terface "“wanl”
srcaddr “all”
sut dstaddr “all”
set service “ALL TCP” “AI.I. oppr
config am:maly
edit “tcp syn flood”
set status enable
set action block
set threshold 1000
next
edit “udp flood”
set status enable
set log enable
set threshold 2000

next
Clearer pictures and no water-mask in the Premium Product
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Correct Answer: BD
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BandD both have same policy which fulfills the above criteria. http://help.fortinet.com/fos50hlp/52data/Content/FortiOS/f
ortigate-firewall-52/Examples/Example-%20D0S%20Policy.htm

QUESTION 2

Which three configuration scenarios will result in an IPsec negotiation failure between two FortiGate devices? (Choose
three.)

A. mismatched phase 2 selectors

B. mismatched Anti-Replay configuration

C. mismatched Perfect Forward Secrecy

D. failed Dead Peer Detection negotiation

E. mismatched IKE version

Correct Answer: C

In IPsec negotiations, Perfect Forward Secrecy (PFS) ensures that each new cryptographic key is unrelated to any

previous key. Either enable or disable PFS on both the tunnel peers; otherwise, the LAN-to-LAN (L2L) IPsec tunnel is
not established

QUESTION 3

NSE8 VCE Dumps | NSE8 Exam Questions | NSE8 Braindumps 6/10


https://www.pass4lead.com/nse8.html
https://www.pass4lead.com/nse8.html
https://www.pass4lead.com/nse8.html

- VCE & PDF https://lwww.pass4lead.com/nse8.html
2023 Latest pass4lead NSE8 PDF and VCE dumps Download

TE

Passd4lLead.com

session info: proto=6 proto state=01 duration=649
expire=3574 timeout=35600 {flag==00000000
scrigin-shaper=

reply-shaper=

Pper_ ip shaper= SEEEY
ha_id=0 hakey=49722 r"{\\‘;
pelicy dicr=0 tunnel=/ %\B
state=log may dirty npu synced (/1
smtati=mtlcl bytes/pachkets/ d_l._l_crw_u rx ) - g@;TBUIEEKL
ceply=S092/26/1 tuples=3 @‘“—"
orgin—>aink: org pre=>post, reply p
dev=29-5%32/32->29 gwy=10.205.1
hook=pre dir=org act—dnat i,
176.63.92.110: 50085~ :-1_95.:1*:{_;'
04:80) IG'
hook=post dir=reply nctF

10.205.101.204:80->1 53 .1J.G 20085 (1295,.219.248. 1
05 :80)

hock=po=st dir—org o
176.63.92.110: 50 > ...ns 101.204:80(0.0.0.0:0)
£(0,0), 0OF(¢(0.0)

poss (before, aftt
mise=0 pn-lj.e'#pf,l..d\—{g id_pealiey id=0 auth info=0

post
@"19-‘5 -ol189.251.249

(05:80(10.209.101.72

chk_client infosD vd=0
:rqrj.dl/ﬂﬂql?‘l. h/r'l:r-}E—-fE{"ff ip3_ vicw=1l app_list=0

cd tﬁ"P‘E‘P -dﬁ cules ad=0

e r_:.p__‘l:_-a_h-dw.:.:lth meter: adder=176.632, 92,110, Bpo—=100&
npu_state=00000000

npu ainfo: flag=0xB1/0x81, offload=4,4,

ips offload=0/0, epid=35/32, ipid=32/35, wvlan=0/0

Clearer pictures and no water-mask in the Premium Product

Referring to the configuration shown in the exhibit, which three statements are true? (Choose three.)

A. Traffic logging is disabled in policy 96.

B. TCP handshake is completed and no FIN/RST has been forwarded.
C. No packet has hit this session in the last five minutes.

D. No QoS is applied to this traffic.

E. The traffic goes through a VIP applied to policy 96.

Correct Answer: B

References: http://kb.fortinet.com/kb/viewContent.do?externalld=FD30042
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QUESTION 4

& 15 S b'r;,:.dge control interface roat. b l'.u!r!l"l:.-
Edb: =ize—25&, used—6&, nuam—7. dmp "‘ simple=no
Bridge root.b host table

port no dewvice devname mac d.k:‘::!:.‘l:-.l. attributes
= 7 wanZ 0Z:09:0f:78:69:00 Ocal Static

S & vian_ 1 0Z:059:0£:73: ﬁi:’u@ E Local Static

2 B dmz DZ:09:0f£:78:682;: 00 Local Static

4 9 internal 0Z2:09:0£%78 8:69:02Z 0 Local Static
2 8 dm= UD:EG:GB:EE:Q}F’ a 194

4 9 internal 02:09/0f:78:67:68 &

1 2 wanl D0:09:0£58:69: fe 0 Local Ftatic

E
b

e ictures and no water-mask in.the Premium Product

learer

Referring to the command output shown in the exhibit, how many hosts are connected to the FortiGate?

A7

B.6

C.2

D. 256

Correct Answer: B

References: http://cookbook.fortinet.com/troubleshooting-fortigate-installation/

QUESTION 5

Which command syntax would you use to configure the serial number of a FortiGate as its host name?
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confiy system global
get hostname E&Seriallum
end

confiy system global
sel hostname @SerialNum

config sgstém global
set hostname $SerialNum

confiy system global
hostneme Seriallum

sel
Clagrar pleiuras and no water-maak in ths Prermiur Product
end

A.B.C.D.
Correct Answer: C

References:
http://docs.fortinet.com/uploaded/files/2002/FortiOS%20Handbook%20-%20System%20Administration%205.2.pdf
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