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QUESTION 1

A customer is authenticating users using a FortiGate and an external LDAP server. The LDAP user, John Smith, cannot
authenticate. The administrator runs the debug command diagnose debug application fnbamd 255 while John Smith 

attempts the authentication: 

Based on the output shown in the exhibit, what is causing the problem? 

A. The LDAP administrator password in the FortiGate configuration is incorrect. 

B. The user, John Smith, does have an account in the LDAP server. 

C. The user, John Smith, does not belong to any allowed user group. 

D. The user, John Smith, is using an incorrect password. 

Correct Answer: A 

Fortigate not binded with LDAP server because of failed authentication. Reference:
http://kb.fortinet.com/kb/documentLink.do?externalID=FD31886 

 

QUESTION 2
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You are managing a FortiAnalyzer appliance. After an upgrade, you notice that the unit no longer displays historical
logs, reports do not produce any data, and FortiView summary views are empty. However, you notice that the unit is
receiving 

logs on the dashboard widgets. 

Which step resolves this problem? 

A. Execute the CLI command exec sql-local rebuild-db. 

B. Execute the CLI command diag sql remove hcache. 

C. Execute the CLI command exec sql-local reinsert-logs. 

D. Restore the unit settings from a previous backup. 

Correct Answer: A 

 

QUESTION 3

Which command syntax would you use to configure the serial number of a FortiGate as its host name? 

A. B. C. D. 

Correct Answer: C 

References:
http://docs.fortinet.com/uploaded/files/2002/FortiOS%20Handbook%20-%20System%20Administration%205.2.pdf 

 

QUESTION 4

You are asked to design a secure solution using Fortinet products for a company. The company recently has Web
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servers that were exploited and defaced. The customer has also experienced Denial or Service due to SYN Flood
attacks. Taking this into consideration, the customer\\'s solution should have the following requirements: 

-management requires network-based content filtering with man-in-the-middle inspection 

-the customer has no existing public key infrastructure but requires centralized certificate management 

-users are tracked by their active directory username without installing any software on their hosts 

-Web servers that have been exploited need to be protected from the OWASP Top 10 

-notification of high volume SYN Flood attacks when a threshold has been triggered 

Which three solutions satisfy these requirements? (Choose three.) 

A. FortiGate 

B. FortiClient 

C. FortiWeb 

D. FortiAuthenticator 

E. FortiDDOS 

Correct Answer: ACE 

 

QUESTION 5

A data center for example.com hosts several separate Web applications. Users authenticate with all of them by
providing their Active Directory (AD) login credentials. You do not have access to Example, Inc.\\'s AD server. Your
solution must do the following: 

-provide single sign-on (SSO) for all protected Web applications 

-prevent login brute forcing 

-

scan FTPS connections to the Web servers for exploits 

-

scan Webmail for OWASP Top 10 vulnerabilities such as session cookie hijacking, XSS, and SQL injection attacks 

Which solution meets these requirements? 

A. Apply FortiGate deep inspection to FTPS. It must forward FTPS, HTTP, and HTTPS to FortiWeb. Configure FortiWeb
to query the AD server, and apply SSO for Web requests. FortiWeb must forward FTPS directly to the Web servers
without inspection, but proxy HTTP/HTTPS and block Web attacks. 

B. Deploy FortiDDos to block brute force attacks. Configure FortiGate to forward only FTPS, HTTP, and HTTPS to
FortiWeb. Configure FortiWeb to query the AD server, and apply SSO for Web requests. Also configure it to scan FTPS
and Web traffic, then forward allowed traffic to the Web servers. 
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C. Use FortiGate to authenticate and proxy HTTP/HTTPS; to verify credentials, FortiGate queries the AD server. Also
configure FortiGate to scan FTPS before forwarding, and to mitigate SYN floods. Configure FortiWeb to block Web
attacks. 

D. Install FSSO Agent on servers. Configure FortiGate to inspect FTPS. FortiGate will forward FTPS, HTTP, and
HTTPS to FortiWeb. FortiWeb must block Web attacks, then forward all traffic to the Web servers. 

Correct Answer: D 

FSSO agent integrate fortigate with AD then inspect bruteforce,FTPS,HTTP, and HTTPS using fortiweb and then
forward all traffic to web server. 

Reference: http://cookbook.fortinet.com/providing-single-sign-using-ldap-fsso-agent-advanced-mode-expert/ 
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