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QUESTION 1

You notice that memory usage is high and FortiGate has entered conserve mode. You want FortiGate\\'s IPS engine to
focus only on exploits and attacks that are applicable to your specific network. Which two steps would you take to
reduce RAM usage without weakening security? (Choose two.) 

A. Configure IPS to pass files that are larger than a specific threshold, instead of buffering and scanning them. 

B. Reduce the size of the signature three (filters) that FortiGate must search by disabling scans for applications and OS
stacks that do not exist on your network. 

C. Disable application control for protocols that are not used on your network. 

D. Disable IPS for traffic destined for the FortiGate itself. 

Correct Answer: BD 

 

QUESTION 2

Which command syntax would you use to configure the serial number of a FortiGate as its host name? 

A. B. C. D. 

Correct Answer: C 

References:
http://docs.fortinet.com/uploaded/files/2002/FortiOS%20Handbook%20-%20System%20Administration%205.2.pdf 

 

QUESTION 3
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Your company uses a cluster of two FortiGate 3600C units in active-passive mode to protect the corporate network. The
FortiGate cluster sends its logs to a FortiAnalyzer and you have configured scheduled weekly reports for the Internet 

bandwidth usage of each corporate VLAN. During a scheduled maintenance window, you make a series of configuration
changes. When the next FortiAnalyzer weekly report is generated, you notice that Internet bandwidth usage reported by 

the FortiAnalyzer is far less than expected. 

What is the reason for this discrepancy? 

A. You applied an antivirus profile on some of the policies, and no traffic can be accelerated. 

B. You disabled all security profiles on some of the firewall policies, and the traffic matching those policies is now
accelerated. 

C. You enabled HA session-pickup, which is turn disabled session accounting. 

D. You changed from active-passive to active-active, causing the session traffic counters to become inaccurate. 

Correct Answer: D 

Because of Active/Active failover traffic segregate to boxes where it reduces the bandwidth utilization 

 

QUESTION 4

There is an interface-mode IPsec tunnel configured between FortiGate1 and FortiGate2. You want to run OSPF over the
IPsec tunnel. On both FortiGates. the IPsec tunnel is based on physical interface port1. Port1 has the default MTU 

setting on both FortiGate units. 

Which statement is true about this scenario? 

A. A multicast firewall policy must be added on FortiGate1 and FortiGate2 to allow protocol 89. 

B. The MTU must be set manually in the OSPF interface configuration. 

C. The MTU must be set manually on the IPsec interface. 

D. An IP address must be assigned to the IPsec interface on FortiGate1 and FortiGate2. 

Correct Answer: B 

If MTU doesn\\'t match then the neighbour ship gets stuck in exchange state. 

 

QUESTION 5

Which command detects where a routing path is broken? 

A. exec traceroute  

B. exec route ping  

C. diag route null 
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D. diag debug route  

Correct Answer: A 
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