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QUESTION 1

You are asked to establish a VPN tunnel with a service provider using a third-party VPN device. The service provider
has assigned subnet 30.30.30.0/24 for your outgoing traffic going towards the services hosted by the provider on
network 20.20.20.0/24. You have multiple computers which will be accessing the remote services hosted by the service
provider. 

Which three configuration components meet these requirements? (Choose three.) 

A. Configure an IP Pool of type Overload for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
forwards the VPN tunnel and select that pool. 
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B. Configure IPsec phase 2 proxy IDs for a source of 10.10.10.0/24 and destination of 20.20.20.0/24. 

C. Configure an IP Pool of Type One-to-One for range 30.30.30.10-30.30.30.10. Enable NAT on a policy from your LAN
towards the VPN tunnel and select that pool. 

D. Configure a static route towards the VPN tunnel for 20.20.20.0/24. 

E. Configure IPsec phase 2 proxy IDs for a source of 30.30.30.0/24 and destination of 20.20.20.0/24. 

Correct Answer: C 

 

QUESTION 2

You notice that your FortiGate\\'s memory usage is very high and that the unit\\'s performance is adversely affected. You
want to reduce memory usage. Which three commands would meet this requirement? (Choose three.) 

A. B. C. D. E. 

Correct Answer: ADE 
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QUESTION 3

Referring to the configuration shown in the exhibit, which three statements are true? (Choose three.) 

A. Traffic logging is disabled in policy 96. 

B. TCP handshake is completed and no FIN/RST has been forwarded. 

C. No packet has hit this session in the last five minutes. 

D. No QoS is applied to this traffic. 

E. The traffic goes through a VIP applied to policy 96. 

Correct Answer: B 

References: http://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 
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QUESTION 4

You must protect all customers from any other customers\\' infected devices that join the same SSID. Which step meets
the requirement? 

A. Enable deep SSH inspection with antivirus and IPS. 

B. Use a captive portal to redirect unsecured connections such as HTTP and SMTP to their secured equivalents,
preventing worms on infected clients from tampering with other customer traffic. 

C. Use WPA2 encryption and configure a policy on FortiGate to block all traffic between clients. 

D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic". 

Correct Answer: B 

 

QUESTION 5

You are asked to write a FortiAnalyzer report that lists the session that has consumed the most bandwidth. You are
required to include the source IP, destination IP, application, application category, hostname, and total bandwidth
consumed. Which dataset meets these requirements? 

A. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte ", 0)) as bandwidth from $log where $filter LIMIT 1 

B. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`recbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

C. select from_itime(itime) as timestamp, srcip, dstip, app, appcat, hostname, sum(coalesce(`sentbyte", 0) +coalesce
(`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

D. select from_itime(itime) as timestamp, sourceip, destip, app, appcat, hostname, sum(coalesce(`sentbyte\\',
0)+coalesce (`rcvdbyte", 0)) as bandwidth from $log where $filter LIMIT 1 

Correct Answer: C 

References: http://docs.fortinet.com/uploaded/files/2617/fortianalyzer-5.2.4-dataset-reference.pdf 
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