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QUESTION 1

What is an effective defense against a denial-of-service attack?

A. deploy a firewall to reject suspect network packets

B. flood the DoS source with ICMP echo requests to reduce attack output
C. contact the upstream ISP and disconnect affected network interfaces
D. configure additional network interfaces for legitimate network traffic

Correct Answer: C

QUESTION 2

What is the function of a hashing protocol?
A. encrypts data with encapsulation

B. establishes an unencrypted tunnel

C. establishes a secure tunnel

D. provides data integrity

Correct Answer: D

QUESTION 3

Which two reconnaissance tools might an attacker use to scan for vulnerable network services and settings? (Choose
two.)

A. bandwidth analyzer
B. intrusion detection
C. port scanner

D. password cracker

Correct Answer: CD

QUESTION 4
Which capability is required for a next-generation firewall to protect your network against malware threats?

A. can access/read Windows and Linux file systems
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B. can scan all endpoint devices
C. can interpret file permissions
D. can perform SSL decryption

Correct Answer: D

QUESTION 5

What are two methods to securely transmit personally identifiable information? (Choose two.)
A. data checksumming

B. data fragmentation

C. data encryption

D. encrypted tunnels

Correct Answer: CD
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