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QUESTION 1

When employing the BrightCloud URL filtering database in a Palo Alto Networks firewall, the order of evaluation within a
profile is: 

A. Block list, Custom Categories, Predefined categories, Dynamic URL filtering, Allow list, Cache files. 

B. Block list, Allow list, Custom Categories, Cache files, Local URL DB file. 

C. Block list, Custom Categories, Cache files, Predefined categories, Dynamic URL filtering, Allow list. 

D. Dynamic URL filtering, Block list, Allow list, Cache files, Custom categories, Predefined categories. 

Correct Answer: A 

 

QUESTION 2

A company has a policy that denies all applications they classify as bad and permits only applications they classify as
good. The firewall administrator created the following security policy on the company s firewall: 

Which two benefits are gained from having both rule 2 and rule 3 present? Choose 2 answers 

A. Different security profiles can be applied to traffic matching rules 2 and 3. 

B. Separate Log Forwarding profiles can be applied to rules 2 and 3. 

C. Rule 2 denies traffic flowing across different TCP and UDP ports than rule 3. 

D. A report can be created that identifies unclassified traffic on the network. 

Correct Answer: AD 

 

QUESTION 3

Which of the following interfaces types will have a MAC address? 

A. Layer 3 

B. Tap 

C. Vwire 

D. Layer 2 

Correct Answer: D 
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QUESTION 4

Ethernet 1/1 has been configured with the following subinterfaces: 

The following security policy is applied: 

The Interface Management Profile permits the following: 
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Your customer is trying to ping 10.10.10.1 from VLAN 800 IP 10.10.10.2/24 

What will be the result of this ping? 

A. The ping will be successful because the management profile applied to Ethernet1/1 allows ping. 

B. The ping will not be successful because the virtual router is different from the other subinterfaces. 

C. The ping will not be successful because there is no management profile attached to Ethernet1/1.799. 

D. The ping will not be successful because the security policy does not apply to VLAN 800. 

E. The ping will be successful because the security policy permits this traffic. 

Correct Answer: D 

 

QUESTION 5

A local/enterprise PKI system is required to deploy outbound forward proxy SSL decryption capabilities. 

A. True 
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B. False 

Correct Answer: B 
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