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QUESTION 1

A Security policy rule is configured with a Vulnerability Protection Profile and an action of `Deny". Which action will this
cause configuration on the matched traffic? 

A. The configuration is invalid. The Profile Settings section will be grayed out when the Action is set to "Deny". 

B. The configuration will allow the matched session unless a vulnerability is detected. The "Deny" action will supersede
the per-severity defined actions defined in the associated Vulnerability Protection Profile. 

C. The configuration is invalid. It will cause the firewall to skip this Security policy rule. A warning will be displayed
during a commit. 

D. The configuration is valid. It will cause the firewall to deny the matched sessions. Any configured Security Profiles
have no effect if the Security policy rule action is set to "Deny." 

Correct Answer: B 

 

QUESTION 2

Which Security Policy Rule configuration option disables antivirus and anti-spyware scanning of server-to-client flows
only? 

A. Disable Server Response Inspection 

B. Apply an Application Override 

C. Disable HIP Profile 

D. Add server IP Security Policy exception 

Correct Answer: A 

 

QUESTION 3

Palo Alto Networks maintains a dynamic database of malicious domains. Which two Security Platform components use
this database to prevent threats? (Choose two) 

A. Brute-force signatures 

B. BrightCloud Url Filtering 

C. PAN-DB URL Filtering 

D. DNS-based command-and-control signatures 

Correct Answer: CD 

 

QUESTION 4
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How can a Palo Alto Networks firewall be configured to send syslog messages in a format compatible with non-standard
syslog servers? 

A. Enable support for non-standard syslog messages under device management 

B. Check the custom-format check box in the syslog server profile 

C. Select a non-standard syslog server profile 

D. Create a custom log format under the syslog server profile 

Correct Answer: D 

 

QUESTION 5

A host attached to Ethernet 1/4 cannot ping the default gateway. The widget on the dashboard shows Ethernet 1/1 and
Ethernet 1/4 to be green. The IP address of Ethernet 1/1 is 192.168.1.7 and the IP address of Ethernet 1/4 is 10.1.1.7.
The default gateway is attached to Ethernet 1/1. A default route is properly configured. What can be the cause of this
problem? 

A. No Zone has been configured on Ethernet 1/4. 

B. Interface Ethernet 1/1 is in Virtual Wire Mode. 

C. DNS has not been properly configured on the firewall. 

D. DNS has not been properly configured on the host. 

Correct Answer: A 
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