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QUESTION 1

The firewall identifies a popular application as an unknown-tcp. Which two options are available to identify the
application? (Choose two.) 

A. Create a custom application. 

B. Create a custom object for the custom application server to identify the custom application. 

C. Submit an Apple-ID request to Palo Alto Networks. 

D. Create a Security policy to identify the custom application. 

Correct Answer: AB 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/app-id/use- application-objects-in-
policy/create-a- custom-application 

 

QUESTION 2

Which DoS protection mechanism detects and prevents session exhaustion attacks? 

A. Packet Based Attack Protection 

B. Flood Protection 

C. Resource Protection 

D. TCP Port Scan Protection 

Correct Answer: C 

Reference: https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/dos- protection-profiles 

 

QUESTION 3

An administrator sees several inbound sessions identified as unknown-tcp in the traffic logs. The administrator
determines that these sessions are from external users accessing the company\\'s proprietary accounting application.
The 

administrator wants to reliably identify this as their accounting application and to scan this traffic for threats. 

Which option would achieve this result? 

A. Create an Application Override policy and a custom threat signature for the application 

B. Create an Application Override policy 

C. Create a custom App-ID and use the "ordered conditions" check box 

D. Create a custom App ID and enable scanning on the advanced tab 
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Correct Answer: A 

 

 

QUESTION 4

Which two methods can be used to mitigate resource exhaustion of an application server? (Choose two) 

A. Vulnerability Object 

B. DoS Protection Profile 

C. Data Filtering Profile 

D. Zone Protection Profile 

Correct Answer: BD 

 

QUESTION 5

An administrator using an enterprise PKI needs to establish a unique chain of trust to ensure mutual authentication
between Panorama and the managed firewalls and Log Collectors. How would the administrator establish the chain of
trust? 

A. Use custom certificates 

B. Enable LDAP or RADIUS integration 

C. Set up multi-factor authentication 

D. Configure strong password authentication 

Correct Answer: A 

Reference: 

https://www.paloaltonetworks.com/documentation/80/panorama/panorama_adminguide/panora ma-overview/plan-your-
panorama-deployment 
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