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QUESTION 1

Which option would an administrator choose to define the certificate and protocol that Panorama and its managed
devices use for SSL/TLS services? 

A. Configure a Decryption Profile and select SSL/TLS services. 

B. Set up SSL/TLS under Polices > Service/URL Category>Service. 

C. Set up Security policy rule to allow SSL communication. 

D. Configure an SSL/TLS Profile. 

Correct Answer: D 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/device/device-certificate-
management- ssltls-service-profile 

 

QUESTION 2

VPN traffic intended for an administrator\\'s Palo Alto Networks NGFW is being maliciously intercepted and
retransmitted by the interceptor. When creating a VPN tunnel, which protection profile can be enabled to prevent this
malicious behavior? 

A. Zone Protection 

B. DoS Protection 

C. Web Application 

D. Replay 

Correct Answer: A 

 

 

QUESTION 3

An administrator needs to implement an NGFW between their DMZ and Core network. EIGRP Routing between the two
environments is required. Which interface type would support this business requirement? 

A. Virtual Wire interfaces to permit EIGRP routing to remain between the Core and DMZ 

B. Layer 3 or Aggregate Ethernet interfaces, but configuring EIGRP on subinterfaces only 

C. Tunnel interfaces to terminate EIGRP routing on an IPsec tunnel (with the GlobalProtect License to support LSVPN
and EIGRPprotocols) 

D. Layer 3 interfaces, but configuring EIGRP on the attached virtual router 

Correct Answer: C 
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QUESTION 4

Which three options are supported in HA Lite? (Choose three.) 

A. Virtual link 

B. Active/passive deployment 

C. Synchronization of IPsec security associations 

D. Configuration synchronization 

E. Session synchronization 

Correct Answer: BCD 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface- help/device/device-high-
availability/ha-lite 

 

QUESTION 5

What are two prerequisites for configuring a pair of Palo Alto Networks firewalls in an active/passive High Availability
(HA) pair? (Choose two.) 

A. The firewalls must have the same set of licenses. 

B. The management interfaces must to be on the same network. 

C. The peer HA1 IP address must be the same on both firewalls. 

D. HA1 should be connected to HA1. Either directly or with an intermediate Layer 2 device. 

Correct Answer: AD 
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