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QUESTION 1

Your company offers a popular gaming service. Your instances are deployed with private IP addresses, and external
access is granted through a global load balancer. You believe you have identified a potential malicious actor, but aren\\'t
certain you have the correct client IP address. You want to identify this actor while minimizing disruption to your
legitimate users. 

What should you do? 

A. Create a Cloud Armor Policy rule that denies traffic and review necessary logs. 

B. Create a Cloud Armor Policy rule that denies traffic, enable preview mode, and review necessary logs. 

C. Create a VPC Firewall rule that denies traffic, enable logging and set enforcement to disabled, and review necessary
logs. 

D. Create a VPC Firewall rule that denies traffic, enable logging and set enforcement to enabled, and review necessary
logs. 

Correct Answer: D 

 

 

QUESTION 2

You create a Google Kubernetes Engine private cluster and want to use kubectl to get the status of the pods. In one of
your instances you notice the master is not responding, even though the cluster is up and running. 

What should you do to solve the problem? 

A. Assign a public IP address to the instance. 

B. Create a route to reach the Master, pointing to the default internet gateway. 

C. Create the appropriate firewall policy in the VPC to allow traffic from Master node IP address to the instance. 

D. Create the appropriate master authorized network entries to allow the instance to communicate to the master. 

Correct Answer: C 

 

 

QUESTION 3

You need to centralize the Identity and Access Management permissions and email distribution for the WebServices
Team as efficiently as possible. 

What should you do? 

A. Create a Google Group for the WebServices Team. 
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B. Create a G Suite Domain for the WebServices Team. 

C. Create a new Cloud Identity Domain for the WebServices Team. 

D. Create a new Custom Role for all members of the WebServices Team. 

Correct Answer: A 

 

 

QUESTION 4

You want to configure a NAT to perform address translation between your on-premises network blocks and GCP. 

Which NAT solution should you use? 

A. Cloud NAT 

B. An instance with IP forwarding enabled 

C. An instance configured with iptables DNAT rules 

D. An instance configured with iptables SNAT rules 

Correct Answer: A 

Reference: https://cloud.google.com/nat/docs/overview 

 

QUESTION 5

You have deployed a new internal application that provides HTTP and TFTP services to on-premises hosts. You want to
be able to distribute traffic across multiple Compute Engine instances, but need to ensure that clients are sticky to a
particular instance across both services. 

Which session affinity should you choose? 

A. None 

B. Client IP 

C. Client IP and protocol 

D. Client IP, port and protocol 

Correct Answer: B 
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