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QUESTION 1

What is a best practice when configuring a security policy to completely block a specific application? 

A. One the Service/URL. Category tab, set the service to any 

B. On the Actions tab, configure a file blocking security profile 

C. On the Service/URL. Category tab, set the service to application-default 

D. On the Service/URL. Category tab, manually specify a port/service 

Correct Answer: A 

 

QUESTION 2

Which option is required to activate/retrieve a Device Management License on the M.100 Appliance after the Auth
Codes have been activated on the Palo Alto Networks Support Site? 

A. Generate a Tech Support File and call PANTAC 

B. Select Device > Licenses and click activate feature using authorization code 

C. Select PANORAMA > Licenses and click Activate feature using authorization code 

D. Generate a State Dump File and upload it to the Palo Alto Network support portal 

Correct Answer: C 

 

 

QUESTION 3

DNS sinkholing helps identify infected hosts on the protected network using DNS traffic in situations where the firewall
cannot see the infected client\\'s DNS query (that is, the firewall cannot see the originator of DNS query) 

Which of the following Statements is true? 

A. DNS Sinkholing requires the Vulnerability Protection Profile be enabled. 

B. Sinkholing malware DNS queries solves this visibilty problem by forging responses to the client host queries directed
at fake domains created in a controlled "Fake Internet" called Zanadu which designed for testing and honeypots. 

C. Infected hosts can then be easily identified in the traffic logs because any host that attempts to connect the sinkhole
IP address are most likely infected with malware. 

D. DNS Sinkholing requires a license SinkHole license in order to activate. 

Correct Answer: C 
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QUESTION 4

Where are three tuning considerations when building a security policy to protect against modern day attacks? (Choose
three) 

A. Create an anti-spyware profile to block all spyware 

B. Create a vulnerability protection profile to block all the vulnerabilities with severity low and higher 

C. Create an SSL Decryption policy to decrypt 100% of the traffic 

D. Create an antivirus profile to block all content that matches and antivirus signature 

E. Create a WildFire profile to schedule file uploads during low network usage windows 

Correct Answer: BCE 

 

 

QUESTION 5

Which Palo Alto Networks security platform component should an administrator use to extend policies to remote users
are not connecting to the internet from behind a firewall? 

A. Threat Intelligence Cloud 

B. Traps 

C. GlobalProtect 

D. Aperture 

Correct Answer: C 
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