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QUESTION 1

During a penetration test, a tester is in close proximity to a corporate mobile device belonging to a network administrator
that is broadcasting Bluetooth frames. 

Which of the following is an example of a Bluesnarfing attack that the penetration tester can perform? 

A. Sniff and then crack the WPS PIN on an associated WiFi device. 

B. Dump the user address book on the device. 

C. Break a connection between two Bluetooth devices. 

D. Transmit text messages to the device. 

Correct Answer: B 

Bluesnarfing is the unauthorized access of information from a wireless device through a Bluetooth connection, often
between phones, desktops, laptops, and PDAs. This allows access to calendars, contact lists, emails and text
messages, and on some phones, users can copy pictures and private videos. 

 

QUESTION 2

A penetration tester downloaded a Java application file from a compromised web server and identifies how to invoke it
by looking at the following log: 

Which of the following is the order of steps the penetration tester needs to follow to validate whether the Java
application uses encryption over sockets? 

A. Run an application vulnerability scan and then identify the TCP ports used by the application. 

B. Run the application attached to a debugger and then review the application\\'s log. 

C. Disassemble the binary code and then identify the break points. 

D. Start a packet capture with Wireshark and then run the application. 

Correct Answer: D 

 

QUESTION 3

A company conducted a simulated phishing attack by sending its employees emails that included a link to a site that
mimicked the corporate SSO portal. Eighty percent of the employees who received the email clicked the link and
provided their corporate credentials on the fake site. Which of the following recommendations would BEST address this
situation? 
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A. Implement a recurring cybersecurity awareness education program for all users. 

B. Implement multifactor authentication on all corporate applications. 

C. Restrict employees from web navigation by defining a list of unapproved sites in the corporate proxy. 

D. Implement an email security gateway to block spam and malware from email communications. 

Correct Answer: A 

Reference: https://resources.infosecinstitute.com/topic/top-9-free-phishing-simulators/ 

 

QUESTION 4

A penetration tester ran the following commands on a Windows server: 

Which of the following should the tester do AFTER delivering the final report? 

A. Delete the scheduled batch job. 

B. Close the reverse shell connection. 

C. Downgrade the svsaccount permissions. 

D. Remove the tester-created credentials. 

Correct Answer: D 

 

QUESTION 5

PCI DSS requires which of the following as part of the penetration-testing process? 

A. The penetration tester must have cybersecurity certifications. 

B. The network must be segmented. 

C. Only externally facing systems should be tested. 

D. The assessment must be performed during non-working hours. 

Correct Answer: B 
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