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QUESTION 1

A company is terminating an employee for misbehavior. Which of the following steps is MOST important in the process
of disengagement from this employee? 

A. Obtain a list of passwords used by the employee. 

B. Generate a report on outstanding projects the employee handled. 

C. Have the employee surrender company identification. 

D. Have the employee sign an NDA before departing. 

Correct Answer: C 

 

QUESTION 2

Which of the following should identify critical systems and components? 

A. MOU 

B. BPA 

C. ITCP 

D. BCP 

Correct Answer: D 

 

QUESTION 3

A security administrator is tasked with conducting an assessment made to establish the baseline security posture of the
corporate IT infrastructure. The assessment must report actual flaws and weaknesses in the infrastructure. Due to the 

expense of hiring outside consultants, the testing must be performed using in-house or cheaply available resource.
There cannot be a possibility of any requirement being damaged in the test. 

Which of the following has the administrator been tasked to perform? 

A. Risk transference 

B. Penetration test 

C. Threat assessment 

D. Vulnerability assessment 

Correct Answer: D 
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QUESTION 4

Which of the following would verify that a threat does exist and security controls can easily be bypassed without actively
testing an application? 

A. Protocol analyzer 

B. Vulnerability scan 

C. Penetration test 

D. Port scanner 

Correct Answer: B 

A vulnerability scan is the automated process of proactively identifying security vulnerabilities of computing systems in a
network in order to determine if and where a system can be explogted and/or threatened. While public servers are
important for communication and data transfer over the Internet, they open the door to potential security breaches by
threat agents, such as malicious hackers. Vulnerability scanning employs software that seeks out security flaws based
on a database of known flaws, testing systems for the occurrence of these flaws and generating a report of the findings
that an individual or an enterprise can use to tighten the network\\'s security. Vulnerability scanning typically refers to the
scanning of systems that are connected to the Internet but can also refer to system audits on internal networks that are
not connected to the Internet in order to assess the threat of rogue software or malicious employees in an enterprise. 

 

QUESTION 5

A company wants to host a publicity available server that performs the following functions: 

Evaluates MX record lookup 

Can perform authenticated requests for A and AAA records Uses RRSIG 

Which of the following should the company use to fulfill the above requirements? 

A. LDAPS 

B. DNSSEC 

C. SFTP 

D. nslookup 

E. dig 

Correct Answer: A 
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