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QUESTION 1

A company exchanges information with a business partner. An annual audit of the business partner is conducted
against the SLA in order to verify: 

A. Performance and service delivery metrics 

B. Backups are being performed and tested 

C. Data ownership is being maintained and audited 

D. Risk awareness is being adhered to and enforced 

Correct Answer: A 

 

QUESTION 2

A security administrator needs to implement a system that detects possible intrusions based upon a vendor provided
list. Which of the following BEST describes this type of IDS? 

A. Signature based 

B. Heuristic 

C. Anomaly-based 

D. Behavior-based 

Correct Answer: A 

 

QUESTION 3

A user is presented with the following items during the new-hire onboarding process: -Laptop -Secure USB drive
-Hardware OTP token -External high-capacity HDD -Password complexity policy -Acceptable use policy -HASP key
-Cable lock 

Which of the following is one component of multifactor authentication? 

A. Secure USB drive 

B. Cable lock 

C. Hardware OTP token 

D. HASP key 

Correct Answer: C 

 

QUESTION 4
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The security administrator has installed a new firewall which implements an implicit DENY policy by default. Click on the
firewall and configure it to allow ONLY the following communication. 

1.

 The Accounting workstation can ONLY access the web server on the public network over the default HTTPS port. The
accounting workstation should not access other networks. 

2.

 The HR workstation should be restricted to communicate with the Financial server ONLY, over the default SCP port 

3.

 The Admin workstation should ONLY be able to access the servers on the secure network over the default TFTP port. 

Instructions: The firewall will process the rules in a top-down manner in order as a first match The port number must be
typed in and only one port number can be entered per rule Type ANY for all ports. The original firewall configuration
can 

be reset at any time by pressing the reset button. Once you have met the simulation requirements, click save and then
Done to submit. 
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Correct Answer: 
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Implicit deny is the default security stance that says if you aren\\'t specifically granted access or privileges for a
resource, you’re denied access by default. 

Rule #1 allows the Accounting workstation to ONLY access the web server on the public network over the default
HTTPS port, which is TCP port 443. 

Rule #2 allows the HR workstation to ONLY communicate with the Financial server over the default SCP port, which is
TCP Port 22 

Rule #3 and Rule #4 allow the Admin workstation to ONLY access the Financial and Purchasing servers located on the
secure network over the default TFTP port, which is Port 69. 

References: 

Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp.26, 44 

http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers 

 

QUESTION 5

Multiple organizations operating in the same vertical wants to provide seamless wireless access for their employees as
they visit the other organizations. Which of the following should be implemented if all the organizations use the native
802.1x client on their mobile devices? 

A. Shibboleth 

B. RADIUS federation 

C. SAML 

D. OAuth 

E. OpenID connect 

Correct Answer: B 

http://archive.oreilly.com/pub/a/wireless/2005/01/01/authentication.html 
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