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QUESTION 1

A server administrator needs to administer a server remotely using RDP, but the specified port is closed on the
outbound firewall on the network. The access the server using RDP on a port other than the typical registered port for
the RDP protocol? 

A. TLS 

B. MPLS 

C. SCP 

D. SSH 

Correct Answer: A 

 

QUESTION 2

A security analyst is hardening a server with the directory services role installed. The analyst must ensure LDAP traffic
cannot be monitored or sniffed and maintains compatibility with LDAP clients. Which of the following should the analyst
implement to meet these requirements? (Select two.) 

A. Generate an X.509-compliant certificate that is signed by a trusted CA. 

B. Install and configure an SSH tunnel on the LDAP server. 

C. Ensure port 389 is open between the clients and the servers using the communication. 

D. Ensure port 636 is open between the clients and the servers using the communication. 

E. Remote the LDAP directory service role from the server. 

Correct Answer: AD 

 

QUESTION 3

A new intern in the purchasing department requires read access to shared documents. Permissions are normally
controlled through a group called "Purchasing", however, the purchasing group permissions allow write access. Which
of the following would be the BEST course of action? 

A. Modify all the shared files with read only permissions for the intern. 

B. Create a new group that has only read permissions for the files. 

C. Remove all permissions for the shared files. 

D. Add the intern to the "Purchasing" group. 

Correct Answer: B 
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QUESTION 4

A Chief Information Officer (CIO) drafts an agreement between the organization and its employees. The agreement
outlines ramifications for releasing information without consent and/for approvals. Which of the following BEST
describes this type of agreement? 

A. ISA 

B. NDA 

C. MOU 

D. SLA 

Correct Answer: B 

 

QUESTION 5

An attacker wearing a building maintenance uniform approached a company\\'s receptionist asking for access to a
secure area. The receptionist asks for identification, a building access badge and checks the company\\'s list approved
maintenance personnel prior to granting physical access to the secure are. 

The controls used by the receptionist are in place to prevent which of the following types of attacks? 

A. Tailgating 

B. Shoulder surfing 

C. Impersonation 

D. Hoax 

Correct Answer: C 
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