
https://www.pass4lead.com/rc0-c02.html
2023 Latest pass4lead RC0-C02 PDF and VCE dumps Download

 

 

 

RC0-C02Q&As

CompTIA Advanced Security Practitioner (CASP) Recertification Exam
for Continuing Education

Pass CompTIA RC0-C02 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/rc0-c02.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

Latest RC0-C02 Dumps | RC0-C02 PDF Dumps | RC0-C02 VCE Dumps                                1 / 6

https://www.pass4lead.com/rc0-c02.html
https://www.pass4lead.com/rc0-c02.html
https://www.pass4lead.com/rc0-c02.html


https://www.pass4lead.com/rc0-c02.html
2023 Latest pass4lead RC0-C02 PDF and VCE dumps Download

QUESTION 1

A company has received the contract to begin developing a new suite of software tools to replace an aging collaboration
solution. The original collaboration solution has been in place for nine years, contains over a million lines of code, and
took over two years to develop originally. The SDLC has been broken up into eight primary stages, with each stage
requiring an in-depth risk analysis before moving on to the next phase. Which of the following software development
methods is MOST applicable? 

A. Spiral model 

B. Incremental model 

C. Waterfall model 

D. Agile model 

Correct Answer: C 

The waterfall model is a sequential software development processes, in which progress is seen as flowing steadily
downwards through identified phases. 

 

QUESTION 2

Company XYZ has purchased and is now deploying a new HTML5 application. The company wants to hire a
penetration tester to evaluate the security of the client and server components of the proprietary web application before
launch. Which of the following is the penetration tester MOST likely to use while performing black box testing of the
security of the company\\'s purchased application? (Select TWO). 

A. Code review 

B. Sandbox 

C. Local proxy 

D. Fuzzer 

E. Port scanner 

Correct Answer: CD 

C: Local proxy will work by proxying traffic between the web client and the web server. This is a tool that can be put to
good effect in this case. 

D: Fuzzing is another form of blackbox testing and works by feeding a program multiple input iterations that are specially
written to trigger an internal error that might indicate a bug and crash it. 

 

QUESTION 3

The security administrator finds unauthorized tables and records, which were not present before, on a Linux database
server. The database server communicates only with one web server, which connects to the database server via an 
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account with SELECT only privileges. 

Web server logs show the following: 

90.76.165.40 ?- [08/Mar/2014:10:54:04] "GET calendar.php?create%20table%20hidden HTTP/1.1" 200 5724 

90.76.165.40 ?- [08/Mar/2014:10:54:05] "GET ../../../root/.bash_history HTTP/1.1" 200 90.76.165.40 ?-
[08/Mar/2014:10:54:04] "GET index.php?user;Creat; HTTP/1.1" 200 5724 

The security administrator also inspects the following file system locations on the database server using the command
`ls -al /root\\' 

drwxrwxrwx 11 root root 4096 Sep 28 22:45 . 

drwxr-xr-x 25 root root 4096 Mar 8 09:30 .. 

-rws------ 25 root root 4096 Mar 8 09:30 .bash_history 

-rw------- 25 root root 4096 Mar 8 09:30 .bash_history 

-rw------- 25 root root 4096 Mar 8 09:30 .profile 

-rw------- 25 root root 4096 Mar 8 09:30 .ssh 

Which of the following attacks was used to compromise the database server and what can the security administrator
implement to detect such attacks in the future? (Select TWO). 

A. Privilege escalation 

B. Brute force attack 

C. SQL injection 

D. Cross-site scripting 

E. Using input validation, ensure the following characters are sanitized:  

F. Update crontab with: find / \( -perm -4000 \) –type f –print0 | xargs -0 ls –l | email.sh 

G. Implement the following PHP directive: $clean_user_input = addslashes($user_input) 

H. Set an account lockout policy 

Correct Answer: AF 

This is an example of privilege escalation. 

Privilege escalation is the act of exploiting a bug, design flaw or configuration oversight in an operating system or
software application to gain elevated access to resources that are normally protected from an application or user. 

The question states that the web server communicates with the database server via an account with SELECT only
privileges. However, the privileges listed include read, write and execute (rwx). This suggests the privileges have been 

`escalated\\'. 

Now that we know the system has been attacked, we should investigate what was done to the system. 
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The command “Update crontab with: find / \( -perm -4000 \) –type f –print0 | xargs -0 ls –l | email.sh” is used to find all
the files that are setuid enabled. Setuid means set user ID upon execution. If the setuid bit is turned on for a file, the
user 

executing that executable file gets the permissions of the individual or group that owns the file. 

 

QUESTION 4

A security architect has been engaged during the implementation stage of the SDLC to review a new HR software
installation for security gaps. With the project under a tight schedule to meet market commitments on project delivery,
which of the following security activities should be prioritized by the security architect? (Select TWO). 

A. Perform penetration testing over the HR solution to identify technical vulnerabilities 

B. Perform a security risk assessment with recommended solutions to close off high-rated risks 

C. Secure code review of the HR solution to identify security gaps that could be exploited 

D. Perform access control testing to ensure that privileges have been configured correctly 

E. Determine if the information security standards have been complied with by the project 

Correct Answer: BE 

In this question, we are pushed for time to get the project completed. Therefore, we have to prioritize our security testing
as we do not have time to fully test everything. One of the priorities from a security perspective should be to perform a
security risk assessment with recommended solutions to close off high-rated risks. This is to test for the most potentially
damaging risks and to remediate them. The other priority is to determine if the information security standards have been
complied with by the project. Security of information/data is the most important aspect of security. Loss of data can be
very damaging for a company in terms of liability and litigation. 

 

QUESTION 5

The Chief Information Officer (CIO) is reviewing the IT centric BIA and RA documentation. The documentation shows
that a single 24 hours downtime in a critical business function will cost the business $2.3 million. Additionally, the
business unit which depends on the critical business function has determined that there is a high probability that a threat
will materialize based on historical data. The CIO\\'s budget does not allow for full system hardware replacement in case
of a catastrophic failure, nor does it allow for the purchase of additional compensating controls. Which of the following
should the CIO recommend to the finance director to minimize financial loss? 

A. The company should mitigate the risk. 

B. The company should transfer the risk. 

C. The company should avoid the risk. 

D. The company should accept the risk. 

Correct Answer: B 

 

To transfer the risk is to deflect it to a third party, by taking out insurance for example. 
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