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QUESTION 1

A startup company offering software on demand has hired a security consultant to provide expertise on data security.
The company\\'s clients are concerned about data confidentiality. The security consultant must design an environment
with data confidentiality as the top priority, over availability and integrity. Which of the following designs is BEST suited
for this purpose? 

A. All of the company servers are virtualized in a highly available environment sharing common hardware and redundant
virtual storage. Clients use terminal service access to the shared environment to access the virtualized applications. A
secret key kept by the startup encrypts the application virtual memory and data store. 

B. All of the company servers are virtualized in a highly available environment sharing common hardware and redundant
virtual storage. Clients use terminal service access to the shared environment and to access the virtualized applications.
Each client has a common shared key, which encrypts the application virtual memory and data store. 

C. Each client is assigned a set of virtual hosts running shared hardware. Physical storage is partitioned into LUNS and
assigned to each client. MPLS technology is used to segment and encrypt each of the client\\'s networks. PKI based
remote desktop with hardware tokens is used by the client to connect to the application. 

D. Each client is assigned a set of virtual hosts running shared hardware. Virtual storage is partitioned and assigned to
each client. VLAN technology is used to segment each of the client\\'s networks. PKI based remote desktop access is
used by the client to connect to the application. 

Correct Answer: C 

 

QUESTION 2

The Chief Executive Officer (CEO) of a company that allows telecommuting has challenged the Chief Security Officer\\'s
(CSO) request to harden the corporate network\\'s perimeter. The CEO argues that the company cannot protect its
employees at home, so the risk at work is no different. Which of the following BEST explains why this company should
proceed with protecting its corporate network boundary? 

A. The corporate network is the only network that is audited by regulators and customers. 

B. The aggregation of employees on a corporate network makes it a more valuable target for attackers. 

C. Home networks are unknown to attackers and less likely to be targeted directly. 

D. Employees are more likely to be using personal computers for general web browsing when they are at home. 

Correct Answer: B 

Data aggregation is any process in which information is gathered and expressed in a summary form, for purposes such
as statistical analysis. Data aggregation increases the impact and scale of a security breach. The amount of data
aggregation on the corporate network is much more that on an employee\\'s home network, and is therefore more
valuable. 

 

QUESTION 3

After the install process, a software application executed an online activation process. After a few months, the system
experienced a hardware failure. A backup image of the system was restored on a newer revision of the same brand and
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model device. After the restore, the specialized application no longer works. Which of the following is the MOST likely
cause of the problem? 

A. The binary files used by the application have been modified by malware. 

B. The application is unable to perform remote attestation due to blocked ports. 

C. The restored image backup was encrypted with the wrong key. 

D. The hash key summary of hardware and installed software no longer match. 

Correct Answer: D 

Different software vendors have different methods of identifying a computer used to activate software. However, a
common component used in software activations is a hardware key (or hardware and software key). This key is a hash
value generated based on the hardware (and possibly software) installed on the system. For example, when Microsoft
software is activated on a computer, the software generates an installation ID that consists of the software product key
used during the installation and a hardware key (hash value generated from the computer\\'s hardware). The installation
ID is submitted to Microsoft for software activation. Changing the hardware on a system can change the hash key which
makes the software think it is installed on another computer and is therefore not activated for use on that computer. This
is most likely what has happened in this question. 

 

QUESTION 4

The Chief Executive Officer (CEO) of a small start-up company wants to set up offices around the country for the sales
staff to generate business. The company needs an effective communication solution to remain in constant contact with
each other, while maintaining a secure business environment. A junior-level administrator suggests that the company
and the sales staff stay connected via free social media. Which of the following decisions is BEST for the CEO to
make? 

A. Social media is an effective solution because it is easily adaptable to new situations. 

B. Social media is an ineffective solution because the policy may not align with the business. 

C. Social media is an effective solution because it implements SSL encryption. 

D. Social media is an ineffective solution because it is not primarily intended for business applications. 

Correct Answer: B 

Social media networks are designed to draw people\\'s attention quickly and to connect people is thus the main focus;
security is not the main concern. Thus the CEO should decide that it would be ineffective to use social media in the
company as it does not align with the company business. 

 

QUESTION 5

A security architect is designing a new infrastructure using both type 1 and type 2 virtual machines. In addition to the
normal complement of security controls (e.g. antivirus, host hardening, HIPS/NIDS) the security architect needs to
implement a mechanism to securely store cryptographic keys used to sign code and code modules on the VMs. Which
of the following will meet this goal without requiring any hardware pass-through implementations? 

A. vTPM 

RC0-C02 Practice Test | RC0-C02 Study Guide | RC0-C02 Braindumps                                3 / 5

https://www.pass4lead.com/rc0-c02.html
https://www.pass4lead.com/rc0-c02.html
https://www.pass4lead.com/rc0-c02.html


https://www.pass4lead.com/rc0-c02.html
2023 Latest pass4lead RC0-C02 PDF and VCE dumps Download

B. HSM 

C. TPM 

D. INE 

Correct Answer: A 

A Trusted Platform Module (TPM) is a microchip designed to provide basic security-related functions, primarily involving
encryption keys. The TPM is usually installed on the motherboard of a computer, and it communicates with the 

remainder of the system by using a hardware bus. 

A vTPM is a virtual Trusted Platform Module. 

IBM extended the current TPM V1.2 command set with virtual TPM management commands that allow us to create and
delete instances of TPMs. Each created instance of a TPM holds an association with a virtual machine (VM) throughout 

its lifetime on the platform. 
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