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QUESTION 1

A security administrator notices a recent increase in workstations becoming compromised by malware. Often, the
malware is delivered via drive-by downloads, from malware hosting websites, and is not being detected by the corporate
antivirus. Which of the following solutions would provide the BEST protection for the company? 

A. Increase the frequency of antivirus downloads and install updates to all workstations. 

B. Deploy a cloud-based content filter and enable the appropriate category to prevent further infections. 

C. Deploy a WAF to inspect and block all web traffic which may contain malware and exploits. 

D. Deploy a web based gateway antivirus server to intercept viruses before they enter the network. 

Correct Answer: B 

The undetected malware gets delivered to the company via drive-by and malware hosing websites. Display filters and
Capture filters when deployed on the cloud-based content should provide the protection required. 

 

QUESTION 2

The administrator is troubleshooting availability issues on an FCoE-based storage array that uses deduplication. The
single controller in the storage array has failed, so the administrator wants to move the drives to a storage array from a
different manufacturer in order to access the data. Which of the following issues may potentially occur? 

A. The data may not be in a usable format. 

B. The new storage array is not FCoE based. 

C. The data may need a file system check. 

D. The new storage array also only has a single controller. 

Correct Answer: B 

Fibre Channel over Ethernet (FCoE) is a computer network technology that encapsulates Fibre Channel frames over
Ethernet networks. This allows Fibre Channel to use 10 Gigabit Ethernet networks (or higher speeds) while preserving
the Fibre Channel protocol. When moving the disks to another storage array, you need to ensure that the array supports
FCoE, not just regular Fiber Channel. Fiber Channel arrays and Fiber Channel over Ethernet arrays use different
network connections, hardware and protocols. Fiber Channel arrays use the Fiber Channel protocol over a dedicated
Fiber Channel network whereas FCoE arrays use the Fiber Channel protocol over an Ethernet network. 

 

QUESTION 3

A business wants to start using social media to promote the corporation and to ensure that customers have a good
experience with their products. Which of the following security items should the company have in place before
implementation? (Select TWO). 

A. The company must dedicate specific staff to act as social media representatives of the company. 

B. All staff needs to be instructed in the proper use of social media in the work environment. 
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C. Senior staff blogs should be ghost written by marketing professionals. 

D. The finance department must provide a cost benefit analysis for social media. 

E. The security policy needs to be reviewed to ensure that social media policy is properly implemented. 

F. The company should ensure that the company has sufficient bandwidth to allow for social media traffic. 

Correct Answer: AE 

 

QUESTION 4

A multi-national company has a highly mobile workforce and minimal IT infrastructure. The company utilizes a BYOD
and social media policy to integrate presence technology into global collaboration tools by individuals and teams. As a
result of the dispersed employees and frequent international travel, the company is concerned about the safety of
employees and their families when moving in and out of certain countries. Which of the following could the company
view as a downside of using presence technology? 

A. Insider threat 

B. Network reconnaissance 

C. Physical security 

D. Industrial espionage 

Correct Answer: C 

If all company users worked in the same office with one corporate network and using company supplied laptops, then it
is easy to implement all sorts of physical security controls. Examples of physical security include intrusion detection
systems, fire protection systems, surveillance cameras or simply a lock on the office door. However, in this question we
have dispersed employees using their own devices and frequently traveling internationally. This makes it extremely
difficult to implement any kind of physical security. Physical security is the protection of personnel, hardware, programs,
networks, and data from physical circumstances and events that could cause serious losses or damage to an
enterprise, agency, or institution. This includes protection from fire, natural disasters, burglary, theft, vandalism, and
terrorism. 

 

QUESTION 5

Company ABC\\'s SAN is nearing capacity, and will cause costly downtimes if servers run out disk space. Which of the
following is a more cost effective alternative to buying a new SAN? 

A. Enable multipath to increase availability 

B. Enable deduplication on the storage pools 

C. Implement snapshots to reduce virtual disk size 

D. Implement replication to offsite datacenter 

Correct Answer: B 

Storage-based data deduplication reduces the amount of storage needed for a given set of files. It is most effective in
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applications where many copies of very similar or even identical data are stored on a single disk. 

It is common for multiple copies of files to exist on a SAN. By eliminating (deduplicating) repeated copies of the files, we
can reduce the disk space used on the existing SAN. This solution is a cost effective alternative to buying a new SAN. 
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