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QUESTION 1

Joe, a penetration tester, is tasked with testing the security robustness of the protocol between a mobile web application
and a RESTful application server. Which of the following security tools would be required to assess the security
between the mobile web application and the RESTful application server? (Select TWO). 

A. Jailbroken mobile device 

B. Reconnaissance tools 

C. Network enumerator 

D. HTTP interceptor 

E. Vulnerability scanner 

F. Password cracker 

Correct Answer: DE 

Communications between a mobile web application and a RESTful application server will use the HTTP protocol. To
capture the HTTP communications for analysis, you should use an HTTP Interceptor. 

To assess the security of the application server itself, you should use a vulnerability scanner. 

A vulnerability scan is the automated process of proactively identifying security vulnerabilities of computing systems in a
network in order to determine if and where a system can be exploited and/or threatened. While public servers are 

important for communication and data transfer over the Internet, they open the door to potential security breaches by
threat agents, such as malicious hackers. Vulnerability scanning employs software that seeks out security flaws based
on a 

database of known flaws, testing systems for the occurrence of these flaws and generating a report of the findings that
an individual or an enterprise can use to tighten the network\\'s security. Vulnerability scanning typically refers to the 

scanning of systems that are connected to the Internet but can also refer to system audits on internal networks that are
not connected to the Internet in order to assess the threat of rogue software or malicious employees in an enterprise. 

 

QUESTION 2

A security administrator wants to deploy a dedicated storage solution which is inexpensive, can natively integrate with
AD, allows files to be selectively encrypted and is suitable for a small number of users at a satellite office. Which of the
following would BEST meet the requirement? 

A. SAN 

B. NAS 

C. Virtual SAN 

D. Virtual storage 

Correct Answer: B 
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A NAS is an inexpensive storage solution suitable for small offices. Individual files can be encrypted by using the EFS
(Encrypted File System) functionality provided by the NTFS file system. 

NAS typically uses a common Ethernet network and can provide storage services to any authorized devices on that
network. Two primary NAS protocols are used in most environments. The choice of protocol depends largely on the type
of computer or server connecting to the storage. Network File System (NFS) protocol usually used by servers to access
storage in a NAS environment. Common Internet File System (CIFS), also sometimes called Server Message Block
(SMB), is usually used for desktops, especially those running Microsoft Windows. Unlike DAS and SAN, NAS is a file-
level storage technology. This means the NAS appliance maintains and controls the files, folder structures, permission,
and attributes of the data it holds. A typical NAS deployment integrates the NAS appliance with a user database, such
as Active Directory, so file permissions can be assigned based on established users and groups. With Active Directory
integration, most Windows New Technology File System (NTFS) permissions can be set on the files contained on a
NAS device. 

 

QUESTION 3

Using SSL, an administrator wishes to secure public facing server farms in three subdomains: dc1.east.company.com,
dc2.central.company.com, and dc3.west.company.com. Which of the following is the number of wildcard SSL
certificates that should be purchased? 

A. 0 

B. 1 

C. 3 

D. 6 

Correct Answer: C 

You would need three wildcard certificates: *. east.company.com *. central.company.com *. west.company.com 

The common domain in each of the domains is company.com. However, a wildcard covers only one level of subdomain.
For example: *. company.com will cover ".company.com" but it won\\'t cover "..company.com". You can only have one
wildcard in a domain. For example: *.company.com. You cannot have *.*.company.com. Only the leftmost wildcard (*) is
counted. 

 

QUESTION 4

A security administrator notices a recent increase in workstations becoming compromised by malware. Often, the
malware is delivered via drive-by downloads, from malware hosting websites, and is not being detected by the corporate
antivirus. Which of the following solutions would provide the BEST protection for the company? 

A. Increase the frequency of antivirus downloads and install updates to all workstations. 

B. Deploy a cloud-based content filter and enable the appropriate category to prevent further infections. 

C. Deploy a WAF to inspect and block all web traffic which may contain malware and exploits. 

D. Deploy a web based gateway antivirus server to intercept viruses before they enter the network. 

Correct Answer: B 
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The undetected malware gets delivered to the company via drive-by and malware hosing websites. Display filters and
Capture filters when deployed on the cloud-based content should provide the protection required. 

 

QUESTION 5

A university requires a significant increase in web and database server resources for one week, twice a year, to handle
student registration. The web servers remain idle for the rest of the year. Which of the following is the MOST cost
effective way for the university to securely handle student registration? 

A. Virtualize the web servers locally to add capacity during registration. 

B. Move the database servers to an elastic private cloud while keeping the web servers local. 

C. Move the database servers and web servers to an elastic private cloud. 

D. Move the web servers to an elastic public cloud while keeping the database servers local. 

Correct Answer: D 

In cloud computing, elasticity is defined as the degree to which a system (or a particular cloud layer) autonomously
adapts its capacity to workload over time. The dynamic adaptation of capacity, e.g., by altering the use of computing
resources, to meet a varying workload is called "elastic computing". In general, an elastic cloud application or process
has three elasticity dimensions, Cost, Quality, and Resources, enabling it to increase and decrease its cost, quality, or
available resources, as to accommodate specific requirements. 

In this question, the web servers remain idle when they are not used for the rest of the year. Therefore, we should host
the web servers in the elastic public cloud. This will be cost effective because we will not be charged for them while they
are not in use. The database servers are not idle so they should be kept local. 
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