
https://www.pass4lead.com/sc-100.html
2023 Latest pass4lead SC-100 PDF and VCE dumps Download

 

 

 

SC-100Q&As

Microsoft Cybersecurity Architect

Pass Microsoft SC-100 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/sc-100.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by Microsoft
Official Exam Center

 

 

Latest SC-100 Dumps | SC-100 PDF Dumps | SC-100 Exam Questions                              1 / 11

https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html


https://www.pass4lead.com/sc-100.html
2023 Latest pass4lead SC-100 PDF and VCE dumps Download

QUESTION 1

A customer follows the Zero Trust model and explicitly verifies each attempt to access its corporate applications. 

The customer discovers that several endpoints are infected with malware. 

The customer suspends access attempts from the infected endpoints. 

The malware is removed from the end point. 

Which two conditions must be met before endpoint users can access the corporate applications again? Each correct
answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. The client access tokens are refreshed. 

B. Microsoft Intune reports the endpoints as compliant. 

C. A new Azure Active Directory (Azure AD) Conditional Access policy is enforced. 

D. Microsoft Defender for Endpoint reports the endpoints as compliant. 

Correct Answer: AC 

A: When a client acquires an access token to access a protected resource, the client also receives a refresh token. The
refresh token is used to obtain new access/refresh token pairs when the current access token expires. Refresh tokens 

are also used to acquire extra access tokens for other resources. 

Refresh token expiration 

Refresh tokens can be revoked at any time, because of timeouts and revocations. 

C: Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help enterprise networks
prevent, detect, investigate, and respond to advanced threats. It uses a combination of endpoint behavioral sensors,
cloud 

security analytics, and threat intelligence. 

The interviewees said that “by implementing Zero Trust architecture, their organizations improved employee experience
(EX) and increased productivity.” They also noted, “increased device performance and stability by managing all of their
endpoints with Microsoft Endpoint Manager.” This had a bonus effect of reducing the number of agents installed on a
user\\'s device, thereby increasing device stability and performance. “For some organizations, this can reduce boot
times from 30 minutes to less than a minute,” the study states. Moreover, shifting to Zero Trust moved the burden of
security away from users. Implementing single sign-on (SSO), multifactor authentication (MFA), leveraging
passwordless authentication, and eliminating VPN clients all further reduced friction and improved user productivity. 

Note: Azure AD at the heart of your Zero Trust strategy Azure AD provides critical functionality for your Zero Trust
strategy. It enables strong authentication, a point of integration for device security, and the core of your user-centric
policies to guarantee least-privileged access. Azure AD\\'s Conditional Access capabilities are the policy decision point
for access to resource 

Reference: https://www.microsoft.com/security/blog/2022/02/17/4-best-practices-to-implement-a-comprehensive-zero-
trust-security-approach/ https://docs.microsoft.com/en-us/azure/active-directory/develop/refresh-tokens 
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QUESTION 2

HOTSPOT 

You have an Azure subscription and an on-premises datacenter. The datacenter contains 100 servers that run Windows
Server. All the servers are backed up to a Recovery Services vault by using Azure Backup and the Microsoft Azure
Recovery Services (MARS) agent. 

You need to design a recovery solution for ransomware attacks that encrypt the on-premises servers. The solution must
follow Microsoft Security Best Practices and protect against the following risks: 

1. 

A compromised administrator account used to delete the backups from Azure Backup before encrypting the servers 

2. 

A compromised administrator account used to disable the backups on the MARS agent before encrypting the servers 

What should you use for each risk? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 

Latest SC-100 Dumps | SC-100 PDF Dumps | SC-100 Exam Questions                              3 / 11

https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html
https://www.pass4lead.com/sc-100.html


https://www.pass4lead.com/sc-100.html
2023 Latest pass4lead SC-100 PDF and VCE dumps Download

Box 1: Soft delete of backups 

How to block intentional or unintentional deletion of backup data? 

Enable Soft delete is enabled to protect backups from accidental or malicious deletes. 

Soft delete is a useful feature that helps you deal with data loss. Soft delete retains backup data for 14 days, allowing
the recovery of that backup item before it\\'s permanently lost. 

Box 2: Multi-user authorization by using Resource Guard 

Ensure Multi-user authorization (MUA) is enabled for an additional layer of protection. 

MUA for Azure Backup uses a new resource called Resource Guard to ensure critical operations, such as disabling soft
delete, stopping and deleting backups, or reducing retention of backup policies, are performed only with applicable 

authorization. 

Reference: https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 

 

QUESTION 3

HOTSPOT 

You need to recommend a solution to meet the AWS requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Microsoft Defender for servers 
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Scenario: Notify security administrators at Fabrikam if any AWS EC2 instances are noncompliant with secure score
recommendations. 

Defender for Servers is one of the enhanced security features available in Microsoft Defender for Cloud. You can use it
to add threat detection and advanced defenses to your Windows and Linux machines that exist in hybrid and multicloud 

environments. 

Available Defender for Server plans 

Defender for Servers offers you a choice between two paid plans. 

Both include automatic onboarding for resources in Azure, AWS, GCP. 

Plan 1 includes the following benefits: 

Automatic onboarding for resources in Azure, AWS, GCP 

Microsoft threat and vulnerability management 

Flexibility to use Microsoft Defender for Cloud or Microsoft 365 Defender portal 

A Microsoft Defender for Endpoint subscription that includes access to alerts, software inventory, Vulnerability
Assessment and an automatic integration with Microsoft Defender for Cloud. 

Plan 2 includes everything in Plan 1 plus some additional benefits. 

Box 2: Microsoft Sentinel 
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Scenario: AWS Requirements 

Fabrikam identifies the following security requirements for the data hosted in ContosoAWS1: 

Ensure that the security administrators can query AWS service logs directly from the Azure environment. 

Use the Amazon Web Services (AWS) connectors to pull AWS service logs into Microsoft Sentinel. 

Note: These connectors work by granting Microsoft Sentinel access to your AWS resource logs. Setting up the
connector establishes a trust relationship between Amazon Web Services and Microsoft Sentinel. This is accomplished
on AWS 

by creating a role that gives permission to Microsoft Sentinel to access your AWS logs. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction 

https://docs.microsoft.com/en-us/azure/defender-for-cloud/recommendations-reference-aws 

https://docs.microsoft.com/en-us/azure/sentinel/connect-aws 

 

QUESTION 4

HOTSPOT 

Your company has a Microsoft 365 E5 subscription, an Azure subscription, on-premises applications, and Active
Directory Domain Services (AD DS). 

You need to recommend an identity security strategy that meets the following requirements: 

1. 

Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website 

2. 

Ensures that partner companies can access Microsoft SharePoint Online sites for the project to which they are
assigned 

The solution must minimize the need to deploy additional infrastructure components. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Azure AD B2C authentication 

Ensures that customers can use their Facebook credentials to authenticate to an Azure App Service website. 

You can set up sign-up and sign-in with a Facebook account using Azure Active Directory B2C. 

Box 2: Azure AD B2B authentication with access package assignments 

Govern access for external users in Azure AD entitlement management 

Azure AD entitlement management uses Azure AD business-to-business (B2B) to share access so you can collaborate
with people outside your organization. With Azure AD B2B, external users authenticate to their home directory, but have
a 

representation in your directory. The representation in your directory enables the user to be assigned access to your
resources. 
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Incorrect: 

Not: Password hash synchronization in Azure AD connect 

The partners are not integrated with AD DS. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory-b2c/identity-provider-facebook?pivots=b2c-user-
flow 

https://docs.microsoft.com/en-us/azure/active-directory/governance/entitlement-management-external-users 

https://docs.microsoft.com/en-us/microsoft-365/enterprise/microsoft-365-integration 

 

QUESTION 5

You have a Microsoft 365 E5 subscription. 

You are designing a solution to protect confidential data in Microsoft SharePoint Online sites that contain more than one
million documents. 

You need to recommend a solution to prevent Personally Identifiable Information (Pll) from being shared. 

Which two components should you include in the recommendation? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. data loss prevention (DLP) policies 

B. retention label policies 

C. eDiscovery cases 

D. sensitivity label policies 

Correct Answer: AD 

A: Data loss prevention in Office 365. Data loss prevention (DLP) helps you protect sensitive information and prevent its
inadvertent disclosure. Examples of sensitive information that you might want to prevent from leaking outside your 

organization include financial data or personally identifiable information (PII) such as credit card numbers, social
security numbers, or health records. With a data loss prevention (DLP) policy, you can identify, monitor, and
automatically 

protect sensitive information across Office 365. 

D: Sensitivity labels 

Sensitivity labels from Microsoft Purview Information Protection let you classify and protect your organization\\'s data
without hindering the productivity of users and their ability to collaborate. 

Plan for integration into a broader information protection scheme. On top of coexistence with OME, sensitivity labels can
be used along-side capabilities like Microsoft Purview Data Loss Prevention (DLP) and Microsoft Defender for Cloud 

Apps. 
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Incorrect: 

Not B: Retention labels help you retain what you need and delete what you don\\'t at the item level (document or email).
They are also used to declare an item as a record as part of a records management solution for your Microsoft 365
data. 

Not C: eDiscovery cases in eDiscovery (Standard) and eDiscovery (Premium) let you associate specific searches and
exports with a specific investigation. You can also assign members to a case to control who can access the case and
view 

the contents of the case. Place content locations on legal hold. 

Reference: https://motionwave.com.au/keeping-your-confidential-data-secure-with-microsoft-office-365/ https://docs.mic
rosoft.com/en-us/microsoft-365/solutions/information-protection-deploy-protect-
information?view=o365-worldwide#sensitivity-labels 
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