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QUESTION 1

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report as shown in the following exhibit. 

You need to verify whether Microsoft Defender for servers is installed on all the virtual machines that run Windows.
Which compliance control should you evaluate? 

A. Asset Management 
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B. Posture and Vulnerability Management 

C. Data Protection 

D. Endpoint Security 

E. Incident Response 

Correct Answer: D 

Microsoft Defender for servers compliance control installed on Windows 

Defender for clout "Endpoint Security" azure security benchmark v3 

Endpoint Security covers controls in endpoint detection and response, including use of endpoint detection and response
(EDR) and anti-malware service for endpoints in Azure environments. 

Security Principle: Enable Endpoint Detection and Response (EDR) capabilities for VMs and integrate with SIEM and
security operations processes. 

Azure Guidance: Azure Defender for servers (with Microsoft Defender for Endpoint integrated) provides EDR capability
to prevent, detect, investigate, and respond to advanced threats. 

Use Microsoft Defender for Cloud to deploy Azure Defender for servers for your endpoint and integrate the alerts to your
SIEM solution such as Azure Sentinel. 

Incorrect: 

Not A: Asset Management covers controls to ensure security visibility and governance over Azure resources, including
recommendations on permissions for security personnel, security access to asset inventory, and managing approvals
for 

services and resources (inventory, track, and correct). 

Not B: Posture and Vulnerability Management focuses on controls for assessing and improving Azure security posture,
including vulnerability scanning, penetration testing and remediation, as well as security configuration tracking,
reporting, and correction in Azure resources. 

Not C: Data Protection covers control of data protection at rest, in transit, and via authorized access mechanisms,
including discover, classify, protect, and monitor sensitive data assets using access control, encryption, key and
certificate management in Azure. 

Not E: Incident Response covers controls in incident response life cycle - preparation, detection and analysis,
containment, and post-incident activities, including using Azure services such as Microsoft Defender for Cloud and
Sentinel to automate the incident response process. 

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/security-controls-v3-endpoint-security 

 

QUESTION 2

You are planning the security requirements for Azure Cosmos DB Core (SQL) API accounts. 

You need to recommend a solution to audit all users that access the data in the Azure Cosmos DB accounts. 

Which two configurations should you include in the recommendation? Each correct answer presents part of the
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solution. 

NOTE: Each correct selection is worth one point. 

A. Send the Azure Active Directory (Azure AD) sign-in logs to a Log Analytics workspace. 

B. Enable Microsoft Defender for Identity. 

C. Send the Azure Cosmos DB logs to a Log Analytics workspace. 

D. Disable local authentication for Azure Cosmos DB. 

E. Enable Microsoft Defender for Cosmos DB. 

Correct Answer: AD 

A: LT-2: Enable threat detection for Azure identity and access management 

Guidance: Azure Active Directory (Azure AD) provides the following user logs, which can be viewed in Azure AD
reporting or integrated with Azure Monitor, Microsoft Sentinel, or other SIEM/monitoring tools for more sophisticated
monitoring 

and analytics use cases: 

Sign-ins - The sign-ins report provides information about the usage of managed applications and user sign-in activities. 

Audit logs - Provides traceability through logs for all changes done by various features within Azure AD. Examples of
audit logs include changes made to any resources within Azure AD, like adding or removing users, apps, groups, roles,
and 

policies. 

D: Disable local authentication methods so that your Cosmos DB database accounts exclusively require Azure Active
Directory identities for authentication. 

Enforcing RBAC as the only authentication method 

In situations where you want to force clients to connect to Azure Cosmos DB through RBAC exclusively, you have the
option to disable the account\\'s primary/secondary keys. When doing so, any incoming request using either a primary/ 

secondary key or a resource token will be actively rejected. 

Incorrect: 

Not C: We use the Azure Active Directory (Azure AD) sign-in logs, not the Azure Cosmos db logs. 

Not E: Microsoft Defender for Cosmos DB, though useful from a security perspective, does not help with auditing the
users. 

Note: Logging and Threat Detection, LT-1: Enable threat detection for Azure resources Guidance: Use the Microsoft
Defender for Cloud built-in threat detection capability and enable Microsoft Defender for your Cosmos DB resources.
Microsoft Defender for Cosmos DB provides an additional layer of security intelligence that detects unusual and
potentially harmful attempts to access or exploit your Cosmos DB resources. 

Reference: https://docs.microsoft.com/en-us/security/benchmark/azure/baselines/cosmos-db-security-baseline
https://docs.microsoft.com/en-us/azure/cosmos-db/policy-reference https://docs.microsoft.com/en-us/azure/cosmos-
db/how-to-setup-rbac#disable-local-auth 
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QUESTION 3

A customer uses Azure to develop a mobile app that will be consumed by external users as shown in the following
exhibit. 

You need to design an identity strategy for the app. The solution must meet the following requirements: 

1. 

Enable the usage of external IDs such as Google, Facebook, and Microsoft accounts. 

2. 

Be managed separately from the identity store of the customer. 

3. 

Support fully customizable branding for each app. Which service should you recommend to complete the design? 

A. Azure Active Directory (Azure AD) B2B 

B. Azure Active Directory Domain Services (Azure AD DS) 

C. Azure Active Directory (Azure AD) B2C 

D. Azure AD Connect 

Correct Answer: C 
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Azure Active Directory B2C (Azure AD B2C), an identity store, is an identity management service that enables custom
control of how your customers sign up, sign in, and manage their profiles when using your iOS, Android, .NET, single-
page 

(SPA), and other applications. 

You can set up sign-up and sign-in with a Facebook/Google account using Azure Active Directory B2C. 

Branding 

Branding and customizing the user interface that Azure Active Directory B2C (Azure AD B2C) displays to your
customers helps provide a seamless user experience in your application. These experiences include signing up, signing
in, profile 

editing, and password resetting. This article introduces the methods of user interface (UI) customization. 

Incorrect: 

Not D: Azure AD Connect is a tool for connecting on-premises identity infrastructure to Microsoft Azure AD. 

Reference: https://docs.microsoft.com/en-us/azure/active-directory-b2c/ 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/identity-provider-facebook?pivots=b2c-user-flow 

https://docs.microsoft.com/en-us/azure/active-directory-b2c/customize-ui-with-html?pivots=b2c-user-flow 

 

QUESTION 4

HOTSPOT 

Your company wants to optimize using Azure to protect its resources from ransomware. 

You need to recommend which capabilities of Azure Backup and Azure Storage provide the strongest protection against
ransomware attacks. The solution must follow Microsoft Security Best Practices. 

What should you recommend? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: A security PIN 

Azure Backup 

The best way to prevent falling victim to ransomware is to implement preventive measures and have tools that protect
your organization from every step that attackers take to infiltrate your systems. 

You can reduce your on-premises exposure by moving your organization to a cloud service. 

Checks have been added to make sure only valid users can perform various operations. These include adding an extra
layer of authentication. As part of adding an extra layer of authentication for critical operations, you\\'re prompted to
enter a 

security PIN before modifying online backups. 

Box 2: Encryption by using platform-managed keys 

Ensure backup data is encrypted. 

By default, backup data at rest is encrypted using platform-managed keys (PMK). For vaulted backups, you can choose
to use customer-managed keys (CMK) to own and manage the encryption keys yourself. Additionally, you can
configure 

encryption on the storage infrastructure using infrastructure-level encryption, which along with CMK encryption provides
double encryption of data at rest. 
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Reference: 

https://learn.microsoft.com/en-us/azure/security/fundamentals/backup-plan-to-protect-against-ransomware 

https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 

 

QUESTION 5

Your company develops several applications that are accessed as custom enterprise applications in Azure AD. 

You need to recommend a solution to prevent users on a specific list of countries from connecting to the applications. 

What should you include in the recommendation? 

A. activity policies in Microsoft Defender for Cloud Apps 

B. sign-in risk policies in Azure AD Identity Protection 

C. Azure AD Conditional Access policies 

D. device compliance policies in Microsoft Endpoint Manager 

E. user risk policies in Azure AD Identity Protection 

Correct Answer: A 

Microsoft Defender for Cloud Apps Activity policies. 

Activity policies allow you to enforce a wide range of automated processes using the app provider\\'s APIs. These
policies enable you to monitor specific activities carried out by various users, or follow unexpectedly high rates of one
certain 

type of activity. 

After you set an activity detection policy, it starts to generate alerts - alerts are only generated on activities that occur
after you create the policy. 

Each policy is composed of the following parts: 

Activity filters – Enable you to create granular conditions based on metadata. 

Activity match parameters – Enable you to set a threshold for the number of times an activity repeats to be considered
to match the policy. 

Actions – The policy provides a set of governance actions that can be automatically applied when violations are
detected. 

Incorrect: 

Not C: Azure AD Conditional Access policies applies to users, not to applications. 

Note: Blocking user logins by location can be an added layer of security to your environment. The following process will
use Azure Active Directory conditional access to block access based on geographical location. For example, you are 

positive that nobody in your organization should be trying to login to select cloud applications from specific countries. 
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Reference: https://docs.microsoft.com/en-us/defender-cloud-apps/user-activity-policies 

https://cloudcompanyapps.com/2019/04/18/block-users-by-location-in-azure-o365/ 
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