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QUESTION 1

Your company is moving all on-premises workloads to Azure and Microsoft 365. 

You need to design a security orchestration, automation, and response (SOAR) strategy in Microsoft Sentinel that
meets the following requirements: 

1. 

Minimizes manual intervention by security operation analysts 

2. 

Supports triaging alerts within Microsoft Teams channels What should you include in the strategy? 

A. KQL 

B. playbooks 

C. data connectors 

D. KQLworkbooks 

Correct Answer: B 

Playbooks in Microsoft Sentinel are based on workflows built in Azure Logic Apps, a cloud service that helps you
schedule, automate, and orchestrate tasks and workflows across systems throughout the enterprise. 

A playbook is a collection of these remediation actions that can be run from Microsoft Sentinel as a routine. A playbook
can help automate and orchestrate your threat response; it can be run manually or set to run automatically in response
to 

specific alerts or incidents, when triggered by an analytics rule or an automation rule, respectively. 

Incorrect: 

Not A: Kusto Query Language is a powerful tool to explore your data and discover patterns, identify anomalies and
outliers, create statistical modeling, and more. The query uses schema entities that are organized in a hierarchy similar
to 

SQL\\'s: databases, tables, and columns. 

Not D: Workbooks provide a flexible canvas for data analysis and the creation of rich visual reports within the Azure
portal. They allow you to tap into multiple data sources from across Azure, and combine them into unified interactive 

experiences. 

Workbooks allow users to visualize the active alerts related to their resources. 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks 

https://docs.microsoft.com/en-us/azure/azure-monitor/visualize/workbooks-overview 
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QUESTION 2

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report. 

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. 

You need to recommend configurations to increase the score of the Secure management ports controls. 

Solution: You recommend enabling just-in-time (JIT) VM access on all virtual machines. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Secure management ports - Brute force attacks often target management ports. Use these recommendations to reduce
your exposure with tools like just-in-time VM access and network security groups. Recommendations: 

-Internet-facing virtual machines should be protected with network security groups 

-

Management ports of virtual machines should be protected with just-in-time network access control 

-

Management ports should be closed on your virtual machines Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls 

 

QUESTION 3

Your company is developing a serverless application in Azure that will have the architecture shown in the following
exhibit. 
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You need to recommend a solution to isolate the compute components on an Azure virtual network. What should you
include in the recommendation? 

A. Azure Active Directory (Azure AD) enterprise applications 

B. an Azure App Service Environment (ASE) 

C. Azure service endpoints 

D. an Azure Active Directory (Azure AD) application proxy 

Correct Answer: B 

The Azure App Service Environment v2 is an Azure App Service feature that provides a fully isolated and dedicated
environment for securely running App Service apps at high scale. This capability can host your: 

1. 

Windows web apps 

2. 

Linux web apps 

3. 

Docker containers 

4. 

Mobile apps 
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5. 

Functions 

App Service environments (ASEs) are appropriate for application workloads that require: 

Very high scale. 

Isolation and secure network access. 

High memory utilization. 

Customers can create multiple ASEs within a single Azure region or across multiple Azure regions. This flexibility makes
ASEs ideal for horizontally scaling stateless application tiers in support of high requests per second (RPS) workloads. 

Reference: https://docs.microsoft.com/en-us/azure/app-service/environment/intro 

 

QUESTION 4

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are designing a security strategy for providing access to Azure App Service web apps through an Azure Front Door
instance. 

You need to recommend a solution to ensure that the web apps only allow access through the Front Door instance. 

Solution: You recommend access restrictions to allow traffic from the backend IP address of the Front Door instance. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Correct Solution: You recommend access restrictions based on HTTP headers that have the Front Door ID. 

Restrict access to a specific Azure Front Door instance. 

Traffic from Azure Front Door to your application originates from a well-known set of IP ranges defined in the
AzureFrontDoor.Backend service tag. Using a service tag restriction rule, you can restrict traffic to only originate from
Azure Front 

Door. To ensure traffic only originates from your specific instance, you will need to further filter the incoming requests
based on the unique http header that Azure Front Door sends. 
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Reference: https://docs.microsoft.com/en-us/azure/app-service/app-service-ip-restrictions#managing-access-restriction-
rules Reference: 

 

QUESTION 5

Your company has an Azure subscription that has enhanced security enabled for Microsoft Defender for Cloud. 

The company signs a contract with the United States government. 

You need to review the current subscription for NIST 800-53 compliance. 

What should you do first? 

A. From Defender for Cloud, review the secure score recommendations. 

B. From Microsoft Sentinel, configure the Microsoft Defender for Cloud data connector. 

C. From Defender for Cloud, review the Azure security baseline for audit report. 

D. From Defender for Cloud, add a regulatory compliance standard. 

Correct Answer: A 

Add a regulatory standard to your dashboard 

The following steps explain how to add a package to monitor your compliance with one of the supported regulatory
standards. 

Add a standard to your Azure resources 

1. 

From Defender for Cloud\\'s menu, select Regulatory compliance to open the regulatory compliance dashboard. Here
you can see the compliance standards currently assigned to the currently selected subscriptions. 

2. 

From the top of the page, select Manage compliance policies. The Policy Management page appears. 

3. 

Select the subscription or management group for which you want to manage the regulatory compliance posture. 

4. 

To add the standards relevant to your organization, expand the Industry and regulatory standards section and select
Add more standards. 

5. 

From the Add regulatory compliance standards page, you can search for any of the available standards: 

6. 

Select Add and enter all the necessary details for the specific initiative such as scope, parameters, and remediation. 
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7. 

From Defender for Cloud\\'s menu, select Regulatory compliance again to go back to the regulatory compliance
dashboard. 

Your new standard appears in your list of Industry and regulatory standards. 

Note: Customize the set of standards in your regulatory compliance dashboard. 

Microsoft Defender for Cloud continually compares the configuration of your resources with requirements in industry
standards, regulations, and benchmarks. The regulatory compliance dashboard provides insights into your compliance
posture based on how you\\'re meeting specific compliance requirements. Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/update-regulatory-compliance-packages 
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