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QUESTION 1

The issue for which team can be resolved by using Microsoft Defender for Endpoint? 

A. executive 

B. sales 

C. marketing 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/windows/security/threat-protection/microsoft-defender-atp/microsoft-
defender-atp-ios 

 

QUESTION 2

DRAG DROP 

You have an Azure Sentinel deployment. 

You need to query for all suspicious credential access activities. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Reference: https://davemccollough.com/2020/11/28/threat-hunting-with-azure-sentinel/ 

 

QUESTION 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are configuring Azure Sentinel. 

You need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from a malicious IP address
is detected. 

Solution: You create a scheduled query rule for a data connector. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 
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others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You use Azure Security Center. 

You receive a security alert in Security Center. 

You need to view recommendations to resolve the alert in Security Center. 

Solution: From Security alerts, you select the alert, select Take Action, and then expand the Prevent future attacks
section. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

You need to resolve the existing alert, not prevent future alerts. Therefore, you need to select the `Mitigate the threat\\'
option. 

Reference: https://docs.microsoft.com/en-us/azure/security-center/security-center-managing-and-responding-alerts 

 

QUESTION 5

The custom analytics rule which can detect threats in Azure Sentinel stopped running. The rule was disabled, and the
rule name has a prefix of AUTO DISABLED. What is the problem? 

A. The number of alerts exceeded 10,000 within two minutes. 

B. There are connectivity issues between the data sources and Log Analytics. 

C. The rule query takes too long to run and times out. 

D. Permissions to one of the data sources of the rule query were modified. 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom 
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