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QUESTION 1

Which of the following types of malware does not replicate itself but can spread only when the circumstances are
beneficial? 

A. Mass mailer 

B. Worm 

C. Blended threat 

D. Trojan horse 

Correct Answer: D 

 

QUESTION 2

You work as a Network Administrator for InformSec Inc. You find that the TCP port number 23476 is open on your
server. You suspect that there may be a Trojan named Donald Dick installed on your server. Now you want to verify
whether Donald Dick is installed on it or not. For this, you want to know the process running on port 23476, as well as
the process id, process name, and the path of the process on your server. Which of the following applications will you
most likely use to accomplish the task? 

A. Tripwire 

B. SubSeven 

C. Netstat 

D. Fport 

Correct Answer: D 

 

QUESTION 3

Which of the following types of scan does not open a full TCP connection? 

A. FIN scan 

B. ACK scan 

C. Stealth scan 

D. Idle scan 

Correct Answer: C 

 

QUESTION 4
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You run the following PHP script: 

 

What is the use of the mysql_real_escape_string() function in the above script. Each correct answer 

represents a complete solution. Choose all that apply. 

A. It can be used to mitigate a cross site scripting attack. 

B. It can be used as a countermeasure against a SQL injection attack. 

C. It escapes all special characters from strings $_POST["name"] and $_POST["password"] except \\' and ". 

D. It escapes all special characters from strings $_POST["name"] and $_POST["password"]. 

Correct Answer: BD 

 

QUESTION 5

You are responsible for security at a company that uses a lot of Web applications. You are most concerned about flaws
in those applications allowing some attacker to get into your network. 

What method would be best for finding such flaws? 

A. Manual penetration testing 

B. Code review 

C. Automated penetration testing 

D. Vulnerability scanning 

Correct Answer: D 
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