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QUESTION 1

Adam works as a Security Analyst for Umbrella Inc. Company has a Windows-based network. All computers run on
Windows XP. Manager of the Sales department complains Adam about the unusual behavior of his computer. He told
Adam that some pornographic contents are suddenly appeared on his computer overnight. Adam suspects that some
malicious software or Trojans have been installed on the computer. He runs some diagnostics programs and Port
scanners and found that the Port 12345, 12346, and 20034 are open. Adam also noticed some tampering with the
Windows registry, which causes one application to run every time when Windows start. 

Which of the following is the most likely reason behind this issue? 

A. Cheops-ng is installed on the computer. 

B. Elsave is installed on the computer. 

C. NetBus is installed on the computer. 

D. NetStumbler is installed on the computer. 

Correct Answer: C 

 

QUESTION 2

Which of the following attacks come under the category of layer 2 Denial-of-Service attacks? Each correct answer
represents a complete solution. Choose all that apply. 

A. Spoofing attack 

B. SYN flood attack 

C. Password cracking 

D. RF jamming attack 

Correct Answer: AB 

 

QUESTION 3

John works as a Professional Penetration Tester. He has been assigned a project to test the Website security of
www.we-are-secure Inc. On the We-are-secure Website login page, he enters =\\'or\\'\\'=\\' as a username and
successfully logs on to the user page of the Web site. Now, John asks the we-aresecure Inc. to improve the login page
PHP script. 

Which of the following suggestions can John give to improve the security of the we-are-secure Website login page from
the SQL injection attack? 

A. Use the escapeshellarg() function 

B. Use the session_regenerate_id() function 

C. Use the mysql_real_escape_string() function for escaping input 
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D. Use the escapeshellcmd() function 

Correct Answer: C 

 

QUESTION 4

Which of the following types of channels is used by Trojans for communication? 

A. Loop channel 

B. Open channel 

C. Covert channel 

D. Overt channel 

Correct Answer: C 

 

QUESTION 5

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He wants to perform a stealth scan to discover open ports and applications running on the We-are-secure
server. For this purpose, he wants to initiate scanning with the IP address of any third party. 

Which of the following scanning techniques will John use to accomplish his task? 

A. RPC 

B. IDLE 

C. UDP 

D. TCP SYN/ACK 

Correct Answer: B 
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