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QUESTION 1

A company asks a SysOps administrator to ensure that AWS CloudTrail files are not tampered with after they are
created. Currently, the company uses AWS Identity and Access Management (IAM) to restrict access to specific trails.
The company\\'s security team needs the ability to trace the integrity of each file. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that invokes an AWS Lambda function when a
new file is delivered. Configure the Lambda function to compute an MD5 hash check on the file and store the result in
an Amazon DynamoDB table. The security team can use the values that are stored in DynamoDB to verify the integrity
of the delivered files. 

B. Create an AWS Lambda function that is invoked each time a new file is delivered to the CloudTrail bucket. Configure
the Lambda function to compute an MD5 hash check on the file and store the result as a tag in an Amazon S3 object.
The security team can use the information in the tag to verify the integrity of the delivered files. 

C. Enable the CloudTrail file integrity feature on an Amazon S3 bucket. Create an IAM policy that grants the security
team access to the file integrity logs that are stored in the S3 bucket. 

D. Enable the CloudTrail file integrity feature on the trail. The security team can use the digest file that is created by
CloudTrail to verify the integrity of the delivered files. 

Correct Answer: D 

Explanation: https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log- file-validation-intro.html "When
you enable log file integrity validation, CloudTrail creates a hash for every log file that it delivers. Every hour, CloudTrail
also creates and delivers a file that references the log files for the last hour and contains a hash of each. This file is
called a digest file. Validated log files are invaluable in security and forensic investigations" 

 

QUESTION 2

An organization with a large IT department has decided to migrate to AWS With different job functions in the IT
department it is not desirable to give all users access to all AWS resources Currently the organization handles access
via LDAP group membership 

What is the BEST method to allow access using current LDAP credentials? 

A. Create an AWS Directory Service Simple AD Replicate the on-premises LDAP directory to Simple AD 

B. Create a Lambda function to read LDAP groups and automate the creation of IAM users 

C. Use AWS CloudFormation to create IAM roles Deploy Direct Connect to allow access to the on-premises LDAP
server 

D. Federate the LDAP directory with IAM using SAML Create different IAM roles to correspond to different LDAP groups
to limit permissions 

Correct Answer: D 

 

QUESTION 3
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A development team recently deployed a new version of a web application to production After the release, penetration
testing revealed a cross-site scripting vulnerability that could expose user data. Which AWS service will mitigate this
issue? 

A. AWS Shield Standard 

B. AWS WAF 

C. Elastic Load Balancing 

D. Amazon Cognito 

Correct Answer: B 

Explanation: https://www.imperva.com/learn/application-security/cross-site-scripting-xss- attacks/ 

 

QUESTION 4

A SysOps administrator is creating an Amazon EC2 Auto Scaling group in a new AWS account. After adding some
instances, the SysOps administrator notices that the group has not reached the minimum number of instances. The
SysOps administrator receives the following error message: 

Which action will resolve this issue? 

A. Adjust the account spending limits for Amazon EC2 on the AWS Billing and Cost Management console 

B. Modify the EC2 quota for that AWS Region in the EC2 Settings section of the EC2 console. 

C. Request a quota Increase for the Instance type family by using Service Quotas on the AWS Management Console. 

D. Use the Rebalance action In the Auto Scaling group on the AWS Management Console. 

Correct Answer: C 

 

QUESTION 5

A SysOps administrator needs to design a high-traffic static website. The website must be highly available and must
provide the lowest possible latency to users across the globe. 

Which solution will meet these requirements? 

A. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution in each AWS Region, and set the S3 bucket as the origin. Use Amazon Route 53 to create a DNS record
that uses a geolocation routing policy to route traffic to the correct CloudFront distribution based on where the request
originates. 

B. Create an Amazon S3 bucket, and upload the website content to the S3 bucket. Create an Amazon CloudFront
distribution, and set the S3 bucket as the origin. Use Amazon Route 53 to create an alias record that points to the
CloudFront distribution. 
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C. Create an Application Load Balancer (ALB) and a target group. Create an Amazon EC2 Auto Scaling group with at
least two EC2 instances in the associated target group. Store the website content on the EC2 instances. Use Amazon
Route 53 to create an alias record that points to the ALB. 

D. Create an Application Load Balancer (ALB) and a target group in two Regions. Create an Amazon EC2 Auto Scaling
group in each Region with at least two EC2 instances in each target group. Store the website content on the EC2
instances. Use Amazon Route 53 to create a DNS record that uses a geolocation routing policy to route traffic to the
correct ALB based on where the request originates. 

Correct Answer: B 
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