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QUESTION 1

Which statements are true regarding HEC (HTTP Event Collector) tokens? (Select all that apply.) 

A. Multiple tokens can be created for use with different sourcetypes and indexes. 

B. The edit token http admin role capability is required to create a token. 

C. To create a token, send a POST request to services/collector endpoint. 

D. Tokens can be edited using the data/inputs/http/{tokenName} endpoint. 

Correct Answer: AC 

 

QUESTION 2

Which of the following are benefits from using Simple XML Extensions? (Select all that apply.) 

A. Add custom layouts. 

B. Add custom graphics. 

C. Add custom behaviors. 

D. Limit Splunk license consumption based on host. 

Correct Answer: AC 

Reference: https://dev.splunk.com/enterprise/docs/developapps/visualizedata/usewebframework/ modifydashboards/ 

 

QUESTION 3

After updating a dashboard in myApp, a Splunk admin moves myApp to a different Splunk instance. After logging in to
the new instance, the dashboard is not seen. What could have happened? (Select all that apply.) 

A. The dashboard\\'s permissions were set to private. 

B. User role permissions are different on the new instance. 

C. The admin deleted the myApp/local directory before packaging. 

D. Changes were placed in: $SPLUNK_HOME/etc/apps/search/default/data/ui/nav 

Correct Answer: AB 

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/Viz/DashboardPermissions 

 

QUESTION 4
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Which of the following are security best practices for Splunk app development? (Select all that apply.) 

A. Store passwords in clear text in .conf files. 

B. Implement security in software development lifecycle. 

C. Manually test application with the controls listed in the OWASP Security Testing Guide. 

D. Use a dynamic scanner such as OWASP ZAP to scan web application components for vulnerabilities. 

Correct Answer: CD 

Reference: https://dev.splunk.com/enterprise/docs/developapps/testvalidate/securitybestpractices/ 

 

QUESTION 5

What must be done when calling the serviceNS endpoint? 

A. Authenticate with an admin user. 

B. Specify the user and app context in the URI. 

C. Authenticate with the user of the required context. 

D. Pass the user and app context in the request payload. 

Correct Answer: B 

Reference: https://docs.splunk.com/Documentation/Splunk/8.1.2/RESTUM/RESTusing 
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