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QUESTION 1

Matt, an administrator, notices a flood fragmented packet and retransmits from an email server. 

After disabling the TCP offload setting on the NIC, Matt sees normal traffic with packets flowing in sequence again.
Which of the following utilities was he MOST likely using to view this issue? 

A. Spam filter 

B. Protocol analyzer 

C. Web application firewall 

D. Load balancer 

Correct Answer: B 

A protocol analyzer is a tool used to examine the contents of network traffic. Commonly known as a sniffer, a protocol
analyzer can be a dedicated hardware device or software installed onto a typical host system. In either case, a protocol
analyzer is first a packet capturing tool that can collect network traffic and store it in memory or onto a storage device.
Once a packet is captured, it can be analyzed either with complex automated tools and scripts or manually. 

 

QUESTION 2

A technician has just installed a new firewall onto the network. Users are reporting that they cannot reach any website.
Upon further investigation, the technician determines that websites can be reached by entering their IP addresses.
Which of the following ports may have been closed to cause this issue? 

A. HTTP 

B. DHCP 

C. DNS 

D. NetBIOS 

Correct Answer: C 

DNS links IP addresses and human-friendly fully qualified domain names (FQDNs), which are made up of the Top-level
domain (TLD), the registered domain name, and the Subdomain or hostname. Therefore, if the DNS ports are blocked
websites will not be reachable. 

 

QUESTION 3

A company wants to ensure that the validity of publicly trusted certificates used by its web server can be determined
even during an extended internet outage. Which of the following should be implemented? 

A. Recovery agent 

B. Ocsp 
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C. Crl 

D. Key escrow 

Correct Answer: B 

 

QUESTION 4

Jane, a VPN administrator, was asked to implement an encryption cipher with a MINIMUM effective security of 128-bits.
Which of the following should Jane select for the tunnel encryption? 

A. Blowfish 

B. DES 

C. SHA256 

D. HMAC 

Correct Answer: A 

Blowfish is an encryption system that performs a 64-bit block cipher at very fast speeds. It is a symmetric block cipher
that can use variable-length keys (from 32 bits to 448 bits). Among the alternatives listed above, it is the only cipher that
can use a 128-bit key and which does provide additional security through a symmetric key. 

 

QUESTION 5

An administrator wants to configure a switch port so that it separates voice and data traffic. Which of the following
MUST be configured on the switch port to enforce separation of traffic? 

A. DMZ 

B. VLAN 

C. Subnetting 

D. NAC 

Correct Answer: B 
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