
https://www.pass4lead.com/sy0-601.html
2023 Latest pass4lead SY0-601 PDF and VCE dumps Download

 

 

 

SY0-601Q&As

CompTIA Security+ 2023

Pass CompTIA SY0-601 Exam with 100% Guarantee

Free Download Real Questions & Answers PDF and VCE file from:

https://www.pass4lead.com/sy0-601.html

100% Passing Guarantee
100% Money Back Assurance

Following Questions and Answers are all new published by CompTIA
Official Exam Center

 

 

SY0-601 PDF Dumps | SY0-601 Practice Test | SY0-601 Exam Questions                                1 / 5

https://www.pass4lead.com/sy0-601.html
https://www.pass4lead.com/sy0-601.html
https://www.pass4lead.com/sy0-601.html


https://www.pass4lead.com/sy0-601.html
2023 Latest pass4lead SY0-601 PDF and VCE dumps Download

QUESTION 1

During a routine scan of a wireless segment at a retail company, a security administrator discovers several devices are
connected to the network that do not match the company\\'s naming convention and are not in the asset Inventory. WiFi
access Is protected with 255-Wt encryption via WPA2. Physical access to the company\\'s facility requires two-factor
authentication using a badge and a passcode 

Which of the following should the administrator implement to find and remediate the Issue? (Select TWO). 

A. Check the SIEM for failed logins to the LDAP directory. 

B. Enable MAC filtering on the switches that support the wireless network. 

C. Run a vulnerability scan on all the devices in the wireless network 

D. Deploy multifactor authentication for access to the wireless network 

E. Scan the wireless network for rogue access points. 

F. Deploy a honeypot on the network 

Correct Answer: BE 

MFA doesn\\'t disable the rogue access point, especially if someone has the credentials to access the network. This is
under the assumption that employees are using their own devices. 

Find the rogue access point, do whatever with that, and enable MAC filtering to block access. Not the best thing to do
realistically, but doing something like a captive portal isn\\'t MFA. It\\'s the same factor, something you know. 

 

QUESTION 2

A company is implementing BYOD and wants to ensure all users have access to the same cloud-based services. Which
of the following would BEST allow the company to meet this requirement? 

A. laaS 

B. PasS 

C. MaaS 

D. SaaS 

Correct Answer: D 

SaaS. It is not stating what type of devices, just BYOD, so cannot tell which platform is needed, or what requirements
are involved. SaaS is the one that fits the most, IMHO. 

 

QUESTION 3

Which of the following job roles would sponsor data quality and data entry initiatives that ensure business and regulatory
requirements are met? 
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A. The data owner 

B. The data processor 

C. The data steward 

D. The data privacy officer. 

Correct Answer: C 

 

QUESTION 4

A cybersecunty administrator needs to implement a Layer 7 security control on a network and block potential attacks.
Which of the following can block an attack at Layer 7? (Select TWO) 

A. HIDS 

B. NIPS 

C. HSM 

D. WAF 

E. HIPS 

F. NIDS 

G. Stateless firewall 

Correct Answer: BD 

A WAF or web application firewall helps protect web applications by filtering and monitoring HTTP traffic between a web
application and the Internet. It typically protects web applications from attacks such as cross-site forgery, cross-
sitescripting (XSS), file inclusion, and SQL injection, among others. A WAF is a protocol layer 7 defense (in the OSI
model). 

A network intrusion protection system (NIPS) is an umbrella term for a combination of hardware and software systems
that protect computer networks from unauthorized access and malicious activity. NIPS consists of NIDS and IPS. WAF
is a firewall. NIPS can operate up to layer 7 by passing or allowing traffic 

 

QUESTION 5

A desktop support technician recently installed a new document-scanning software program on a computer. However,
when the end user tried to launch the program, it did not respond. Which of the following is MOST likely the cause? 

A. A new firewal rule is needed to access the application. 

B. The system was quarantined for missing software updates. 

C. The software was not added to the application whitelist. 

D. The system was isolated from the network due to infected software 
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Correct Answer: C 

Firewall is irrelevant to the question. Firewall rules determine if traffic will go trough or get blocked. The firewall has no
access or control over processes or applications on the system. The issue is that the application is not whitelisted, which
prevents it from booting. 
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