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QUESTION 1

A report delivered to the Chief Information Security Officer (CISO) shows that some user credentials could be
exfilltrated. The report also indicates that users tend to choose the same credentials on different systems and
applications. Which of the following policies should the CISO use to prevent someone from using the exfilltrated
credentials? 

A. MFA 

B. Lockout 

C. Time-based logins 

D. Password history 

Correct Answer: A 

The CISO should use MFA (multi-factor authentication) to prevent someone from using the exfiltrated credentials. 

MFA is a security measure that requires multiple forms of authentication to access a system or data. MFA typically
involves the use of two or more of the following factors: something the user knows (e.g. a password or PIN), something
the user has (e.g. a security token or smart card), or something the user is (e.g. a biometric characteristic). By requiring
multiple forms of authentication, MFA helps to prevent unauthorized access to a system or data, even if a user\\'s
credentials are exfiltrated. 

The report delivered to the CISO indicates that some user credentials could be exfiltrated, and that users tend to choose
the same credentials on different systems and applications. This means that if an attacker were to obtain a user\\'s
credentials, they could potentially use them to gain access to multiple systems or applications. MFA would help to
prevent this by requiring additional forms of authentication, making it more difficult for an attacker to gain access to a
system or data. 

 

QUESTION 2

Server administrators want to configure a cloud solution so that computing memory and processor usage is maximized
most efficiently across a number or virtual servers. They also need to avoid potential dental-of-service situations caused
by availability. Which of the following should administrators configure to maximize system availability while efficiently
utilizing available computing power? 

A. Dynamic resource allocation 

B. High availably 

C. Segmentation 

D. Container security 

Correct Answer: A 

To maximize system availability and efficiently utilize available computing power, administrators should configure
dynamic resource allocation. Dynamic resource allocation is a technique that allows a system to automatically adjust the
allocation of resources, such as memory and processing power, to different applications or processes in response to
changing workloads or conditions. This can help to ensure that computing resources are used efficiently and that the
system is able to respond to changes in demand without encountering performance issues or becoming unavailable. 
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QUESTION 3

he SIEM at an organization has detected suspicious traffic coming from a workstation in its internal network. An analyst
in the SOC investigates the workstation and discovers malware that is associated with a botnet is installed on the
device. A review of the logs on the workstation reveals that the privileges of the local account were escalated to a local
administrator. To which of the following groups should the analyst report this real-world event? 

A. The NOC team 

B. The vulnerability management team 

C. The CIRT 

D. The red team 

Correct Answer: C 

its CIRT Also known as a "computer incident response team," this group is responsible for responding to security
breaches, viruses and other potentially catastrophic events . The NOC is network operations center , a centralized
location where IT teams can continuously monitor the performance and health of a network(far away form incident
responce 

 

QUESTION 4

While investigating a recent security incident, a security analyst decides to view all network connections on a particular
server, Which of the following would provide the desired information? 

A. arp 

B. nslookup 

C. netstat 

D. nmap 

Correct Answer: C 

The netstat command shows all active network connections, network interface information, and ports that are listening.
The question is asking to view all the connections on the server which the netstat command will do. 

================================== 

Nmap or network mapper is a network discovery and security auditing tool mainly used to find services, hosts, and open
ports on a network. 

Nslookup - This command queries DNS servers to obtain DNS records 

ARP Command is a TCP/IP utility used for viewing and modifying the local Address Resolution Protocol (ARP) cache. 

 

QUESTION 5
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A security analyst is investigating a phishing email that contains a malicious document directed to the company\\'s Chief
Executive Officer (CEO). Which of the following should the analyst perform to understand the threat and retrieve
possible IoCs? 

A. Run a vulnerability scan against the CEOs computer to find possible vulnerabilities 

B. Install a sandbox to run the malicious payload in a safe environment 

C. Perform a traceroute to identify the communication path 

D. Use netstat to check whether communication has been made with a remote host 

Correct Answer: B 
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