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QUESTION 1

Which of Ihe following control types is patch management classified under? 

A. Deterrent 

B. Physical 

C. Corrective 

D. Detective 

Correct Answer: C 

Patch management is classified as a corrective control because it is used to correct vulnerabilities or weaknesses in
systems and applications after they have been identified. It is a reactive approach that aims to fix problems that have
already occurred rather than prevent them from happening in the first place. Reference: CompTIA Security+ SY0-601
Official Textbook, page 109. 

 

QUESTION 2

Which of the following are the MOST likely vectors for the unauthorized inclusion of vulnerable code in a software
company\\'s final software releases? (Select TWO.) 

A. Unsecure protocols 

B. Use of penetration-testing utilities 

C. Weak passwords 

D. Included third-party libraries 

E. Vendors/supply chain 

F. Outdated anti-malware software 

Correct Answer: DF 

A. Unsecure protocols 

--> Could be correct. This is a vector that could be used shortly before the final release to somehow include malicious
code. 

B. Use of penetration-testing utilities 

--> Makes no sense 

C. Weak passwords 

--> Is an attack vector and "unauthorized" could match that. Might be correct. 

D. Included third-party libraries 
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--> unintentional would fit. But if there was something wrong with a 3rd party libary, that should have been discovered
before the final release. 

E. Vendors/supply chain 

--> Depends on what these vendors do. If they are developing code that is used in the final release it could contain
vulnerabilities that are included unintentionally. But that would be kind of similar to the 3rd party libraries. 

F. Outdated anti-malware software 

--> malware outdated in the developer\\'s computer... Hence a malware located in the developer\\'s computer can be
unintentionally added to the SW before it is released 

 

QUESTION 3

A remote user recently took a two-week vacation abroad and brought along a corporate- owned laptop. Upon returning
to work, the user has been unable to connect the laptop to the VPN. 

Which of the following is the MOST likely reason for the user\\'s inability to connect the laptop to the VPN? 

A. Due to foreign travel, the user\\'s laptop was isolated from the network. 

B. The user\\'s laptop was quarantined because it missed the latest path update. 

C. The VPN client was blacklisted. 

D. The user\\'s account was put on a legal hold 

Correct Answer: A 

 

QUESTION 4

Which of the following is a known security risk associated with data archives that contain financial information? 

A. Data can become a liability if archived longer than required by regulatory guidance 

B. Data must be archived off-site to avoid breaches and meet business requirements 

C. Companies are prohibited from providing archived data to e-discovery requests 

D. Unencrypted archives should be preserved as long as possible and encrypted 

Correct Answer: A 

Data minimization has to be done to decrease liability 

 

QUESTION 5

Which of the following BEST explains the reason why a server administrator would place a document named
password.txt on the desktop of an administrator account on a server? 
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A. The document is a honeyfile and is meant to attract the attention of a cyberintruder. 

B. The document is a backup file if the system needs to be recovered. 

C. The document is a standard file that the OS needs to verify the login credentials. 

D. The document is a keylogger that stores all keystrokes should the account be compromised. 

Correct Answer: A 
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