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QUESTION 1

When a user authenticates with a token for the first time, what does the user enter when prompted for a PASSCODE?
A. the serial number of the token

B. the tokencode on the token\\'s display

C. a PIN the user creates followed by their tokencode

D. a temporary PASSCODE assigned by the Administrator

Correct Answer: B

QUESTION 2

The "Quick Search” function that allows access to a user\\'s account, token and recent activity is a feature of
A. The User Dashboard.

B. The Self-Service Console.

C. On-Demand Authentication.

D. The Windows MMC Snap-In.

Correct Answer: A

QUESTION 3

If multiple users request On-demand Tokencodes but are not receiving them, what would be an appropriate action to
take?

A. Verify that the users are not in New PIN mode.

B. Verify that SMS or SMTP services are configured correctly.

C. Ensure that the token codes assigned to the users have not expired.

D. Verify that the user\\'s receiving device is set to the same time zone as the Authentication Manager instance.

Correct Answer: B

QUESTION 4

Within which RSA Authentication Manager menu would you configure the number of incorrect PASSCODES that will
invoke Next Tokencode Mode?
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A. Policies

B. System Setup

C. Identity Settings
D. RADIUS Lockout

Correct Answer: A

QUESTION 5

RSA SecurID tokens are initially supplied with matching token records. After tokens are assigned, deployed and used by
end-users, what information might be overwritten if the original token records are re-imported into the RSA
Authentication Manager database? (Choose two)

A. user assignment

B. tokencode values

C. Authentication Agent usage

D. token time offset information

E. system PIN parameter settings

Correct Answer: AD

QUESTION 6

Token expiration dates:

A. Appear on the token display thirty days prior to expiration.

B. Are programmed into a token record at the time of manufacture.

C. Vary according to the date set by the administrator when assigning the token.

D. Depend on the clock in the Authentication Agent to determine if the token is active.

Correct Answer: B

QUESTION 7
If an administrator creates a new administrative user,
A. by default, the new administrator must use a SecurlD token to log in.

B. the administrator creating the new user must have at least a Super Admin role.
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C. by default, the new user has permissions identical to the administrator creating the new user.
D. permissions granted to the new user can not exceed those of the administrator creating the new user.

Correct Answer: D

QUESTION 8

When assigning a user a Temporary Fixed Tokencode to replace a lost token, what is the default value for the expiration
period of that Tokencode?

A. 24 hours
B. 5 days

C. 14 days
D. 30 days

Correct Answer: C

QUESTION 9

Can multiple Identity Sources be established from the same LDAP directory?

A. Yes, if the mapped Organizational Units (OUs) do not overlap.

B. Yes, if duplicate attribute values do not exist in the LDAP directory.

C. No ?only one LDAP directory can be mapped to one Identity Source.

D. Yes, if no duplicate passwords exist in the LDAP directory (unique password for each user).

Correct Answer: A

QUESTION 10

What are three minimal administrative steps that must be taken before a user can authenticate to a new RSA
Authentication Manager deployment? (Choose three)

A. Create a user group

B. Create a user account

C. Create a new user administrator

D. Import a Node Secret from the Agent

E. Create an Authentication Agent Record
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F. Assign an authentication method to a user

Correct Answer: BEF

QUESTION 11

If the option "Automatically delete replaced tokens" is selected, the token records will be deleted when
A. new tokens are imported.

B. the token expiration date is reached.

C. the Administrator unassigns the token from a user.

D. a user logs in successfully with a new assigned token.

Correct Answer: D

QUESTION 12

A "Secured by RSA Security Implementation Guide" document would assist you in
A. Configuring a third-party Authentication Agent.

B. Installing RSA Authentication Manager software.

C. Finding vendors for purchasing RSA SecurlD tokens.

D. Defining a deployment plan for installing Primary and Replica instances.

Correct Answer: A

QUESTION 13

When is the user PIN established?

A. when the useraccountis first created

B. at the time a token is first assigned to a user

C. upon the first successful authentication with the token

D. after the user successfully enters two sequential tokencodes

Correct Answer: C
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QUESTION 14

If the access time range allowed for a group is specified as 8 AM to 6 PM each weekday, which statement about a
group member\\'s login is true?

A. All group members will be logged out automatically at 6 PM.

B. A user will be prompted to renew their login each day after 8 AM.

C. A user\\'s individual access times override a group\\'s access time range.

D. Once logged in during the allowed time period, a user can remain logged in indefinitely.

Correct Answer: D

QUESTION 15

When adding a new Authentication Agent record to the RSA Authentication Manager database, an attempt is made to
resolve the hostname of the Agent Host with its IP Address. If the attempt fails,

A. the administrator can override the hostname/IP Address by using the Auto-Registration option.
B. the Agent is added to the database with a "Pending\\' status until it is first used for a successful authentication.

C. awarning is given that the hostname/IP Address cannot be resolved but the database will allow the Agent to be
added.

D. the administrator must correct the address resolution through DNS or editing the /etc/hosts file before the Agent can
be added to the database.

Correct Answer: C
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