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QUESTION 1

Which statement describes the process ID that is used to run OSPF on a router? 

A. It is globally significant and is used to represent the AS number. 

B. It is locally significant and is used to identify an instance of the OSPF database. 

C. It is globally significant and is used to identify OSPF stub areas. 

D. It is locally significant and must be the same throughout an area. 

Correct Answer: B 

 

 

QUESTION 2

Refer to the exhibit. 

A network technician is asked to design a small network with redundancy. The exhibit represents this design, with all
hosts configured in the same VLAN. What conclusions can be made about this design? 

A. This design will function as intended. 

B. Spanning-tree will need to be used. 

C. The router will not accept the addressing scheme. 

D. The connection between switches should be a trunk. 

E. The router interfaces must be encapsulated with the 802.1Q protocol. 

Correct Answer: C 
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The proposed addressing scheme is on the same network. 

 

QUESTION 3

Refer to the exhibit. 

A company wants to use NAT in the network shown. Which commands will apply the NAT configuration to the proper
interfaces? (Choose two.) 

A. R1(config)# interface serial0/1 R1(config-if)# ip nat inside 

B. R1(config)# interface serial0/1 R1(config-if)# ip nat outside 

C. R1(config)# interface fastethernet0/0 R1(config-if)# ip nat inside 

D. R1(config)# interface fastethernet0/0 R1(config-if)# ip nat outside 

E. R1(config)# interface serial0/1 R1(config-if)# ip nat outside source pool 200.2.2.18 255.255.255.252 

F. R1(config)# interface fastethernet0/0 R1(config-if)# ip nat inside source 10.10.0.0 255.255.255.0 

Correct Answer: BC 

 

 

QUESTION 4

Which three approaches can be used while migrating from an IPv4 addressing scheme to an IPv6 scheme? (Choose
three) 

A. static mapping of IPv4 address to IPv6 addresses 

B. configuring IPv4 tunnels between IPv6 islands 

C. use DHCPv6 to map IPv4 addresses to IPv6 addresses 

D. use proxying and translation (NAT-PT) to translate IPv6 packets into IPv4 packets 
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E. configure IPv6 directly 

F. enable dual-stack routing 

Correct Answer: BDF 

http://www.opus1.com/ipv6/howdoitransitiontoipv6.html Connecting IPv6 islands with tunnels An IPv6 island is a network
made of IPv6 links directly connected by IPv6 routers. In the early days of IPv6 deployment, there are many IPv6 

islands. IPv6 in IPv4 tunnels are used to connect those islands together. In each island, one (or more) dual stack routers
are designated to encapsulate and decapsulate IPv6 packets within IPv4 packets. Different mechanisms have been 

developed to manage tunnels: automatic tunnels3, configured tunnels3, tunnel brokers3, 6over43, 6to43,... 

Reference 2: 

http://www.petri.co.il/ipv6-transition.htm 

Network Address Translation - Protocol Translation (NAT-PT) The NAT-PT method enables the ability to either statically
or dynamically configure a translation of a IPv4 network address into an IPv6 network address and vice versa. For
those 

familiar with more typically NAT implementations, the operation is very similar but includes a protocol translation
function. NAT-PT also ties in an Application Layer Gateway (ALG) functionality that converts Domain Name System
(DNS) 

mappings between protocols. 

Dual Stack 

The simplest approach when transitioning to IPv6 is to run IPv6 on all of the devices that are currently running IPv4. If
this is something that is possible within the organizational network, it is very easy to implement. 

However, for many organizations, IPv6 is not supported on all of the IPv4 devices; in these situations other methods
must be considered. 

 

QUESTION 5

If a host experiences intermittent issues that relate to congestion within a network while remaining connected, what
could cause congestion on this LAN? 

A. half-duplex operation 

B. broadcast storms 

C. network segmentation 

D. multicasting 

Correct Answer: B 

A broadcast storm can consume sufficient network resources so as to render the network unable to transport normal
traffic. 
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QUESTION 6

Which of the following is true regarding the configuration of SwitchA? 

A. only 5 simultaneous remote connections are possible 

B. remote connections using ssh will require a username and password 

C. only connections from the local network will be possible 
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D. console access to SwitchA requires a password 

Correct Answer: B 

Ssh login requires a user name and password always while other conditions may or may not be true. 

 

QUESTION 7

Refer to the exhibit. 

The network is converged.After link-state advertisements are received from Router_A, what information will Router_E
contain in its routing table for the subnets 208.149.23.64 and 208.149.23.96? 

A. 208.149.23.64[110/13] via 190.173.23.10, 00:00:07, FastEthemet0/0 208.149.23.96[110/13] via 190.173.23.10,
00:00:16, FastEthemet0/0 

B. 208.149.23.64[110/1] via 190.172.23.10, 00:00:07, Serial1/0 208.149.23.96[110/3] via 190.173.23.10, 00:00:16,
FastEthemet0/0 

C. 208.149.23.64[110/13] via 190.173.23.10, 00:00:07, Serial1/0 208.149.23.96[110/13] via 190.173.23.10, 00:00:16,
Serial1/0 208.149.23.96[110/13] via 190.173.23.10, 00:00:16, FastEthemet0/0 

D. 208.149.23.64[110/3] via 190.172.23.10, 00:00:07, Serial1/0 208.149.23.96[110/3] via 190.173.23.10, 00:00:16,
Serial1/0 

Correct Answer: A 

 

Router_E learns two subnets subnets 208.149.23.64 and 208.149.23.96 via Router_A through FastEthernet interface.
The interface cost is calculated with the formula 10 / Bandwidth. For 8 8 FastEthernet it is 10 / 100 Mbps = 10 / 

100,000,000 = 1. Therefore the cost is 12 (learned from Router_A) + 1 = 13 for both subnets -> 
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The cost through T1 link is much higher than through T3 link (T1 cost = 10 / 1.544 Mbps = 64; T3 cost = 10 / 45 Mbps =
2) so surely OSPF will choose the path through T3 link -> Router_E will choose the path from Router_A through 

FastEthernet0/0, not Serial1/0. In fact, we can quickly eliminate answers B, C and D because they contain at least one
subnet learned from Serial1/0 -> they are surely incorrect. 

 

QUESTION 8

An administrator is in the process of changing the configuration of a router. What command will allow the administrator
to check the changes that have been made prior to saving the new configuration? 

A. Router# show startup-config 

B. Router# show current-config 

C. Router# show running-config 

D. Router# show memory 

E. Router# show flash 

F. Router# show processes 

Correct Answer: C 

This command followed by the appropriate parameter will show the running config hence the admin will be able to see
what changes have been made, and then they can be saved. 

 

QUESTION 9

Refer to the exhibit. 

A network administrator has configured a Catalyst 2950 switch for remote management by pasting into the console the
configuration commands that are shown in the exhibit. However, a Telnet session cannot be successfully established
from a remote host. What should be done to fix this problem? 

A. Change the first line to interface fastethernet 0/1. 
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B. Change the first line to interface vlan 0/1. 

C. Change the fifth line to ip default-gateway 192.168.17.241. 

D. Change the fifth line to ip route 0.0.0.0 0.0.0.0 192.168.17.1. 

E. Change the sixth line to line con 0. 

Correct Answer: C 

The default gateway for remote session is 192.168.17.241 and not the one given in the exhibit. 

 

QUESTION 10

Which statements are true regarding ICMP packets? (Choose two.) 

A. They acknowledge receipt of TCP segments. 

B. They guarantee datagram delivery. 

C. TRACERT uses ICMP packets. 

D. They are encapsulated within IP datagrams. 

E. They are encapsulated within UDP datagrams. 

Correct Answer: CD 

Ping may be used to find out whether the local machines are connected to the network or whether a remote site is
reachable. This tool is a common network tool for determining the network connectivity which uses ICMP protocol
instead of TCP/IP and UDP/IP. This protocol is usually associated with the network management tools which provide
network information to network administrators, such as ping and traceroute (the later also uses the UDP/IP protocol).
ICMP is quite different from the TCP/IP and UDP/IP protocols. No source and destination ports are included in its
packets. Therefore, usual packet-filtering rules for TCP/IP and UDP/IP are not applicable. Fortunately, a special
"signature" known as the packet\\'s Message type is included for denoting the purposes of the ICMP packet. Most
commonly used message types are namely, 0, 3, 4, 5, 8, 11, and 12 which represent echo reply, destination
unreachable, source quench, redirect, echo request, time exceeded, and parameter problem respectively. In the ping
service, after receiving the ICMP "echo request" packet from the source location, the destination 

 

QUESTION 11

Refer to the exhibit. 
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An administrator cannot connect from R1 to R2. To troubleshoot this problem, the administrator has entered the
command shown in the exhibit. Based on the output shown, what could be the problem? 

A. The serial interface is configured for half duplex. 

B. The serial interface does not have a cable attached. 

C. The serial interface has the wrong type of cable attached. 

D. The serial interface is configured for the wrong frame size. 

E. The serial interface has a full buffer. 

Correct Answer: C 

http://www.thebryantadvantage.com/CCNACertificationExamTutorialDirectlyConnectedSerialIn terfaces.htm 

Since the output is not forthcoming it shows that the type of cable attached is wrong, though the cable is connected
since it shows the cable type. 

According to the figure DTE cable should connect to R1 on interface but while examining using show controllers serial
0/0 command it showing that a DCE is connected so the wrong type of cable is being used. 

 

QUESTION 12
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Which two characteristics apply to Layer 2 switches? (Choose two.) 

A. Increases the number of collision domains 

B. Decreases the number of collision domains 

C. Implements VLAN 

D. Decreases the number of broadcast domains 

E. Uses the IP address to make decisions for forwarding data packets 

Correct Answer: AC 

Layer 2 switches offer a number of benefits to hubs, such as the use of VLANs and each switch port is in its own
separate collision domain, thus eliminating collisions on the segment. 

 

QUESTION 13

Which option is a valid IPv6 address? 

A. 2001:0000:130F::099a::12a 

B. 2002:7654:A1AD:61:81AF:CCC1 

C. FEC0:ABCD:WXYZ:0067::2A4 

D. 2004:1:25A4:886F::1 

Correct Answer: D 

http://www.ipv6.com/articles/general/IPv6-Addressing.htm 

IPv6 Address Notation IPv6 addresses are denoted by eight groups of hexadecimal quartets separated by colons in
between them. Following is an example of a valid IPv6 address: 2001:cdba:0000:0000:0000:0000:3257:9652 Any four-
digit group of zeroes within an IPv6 address may be reduced to a single zero or altogether omitted. Therefore, the
following IPv6 

addresses are similar and equally valid: 

2001:cdba:0000:0000:0000:0000:3257:9652 

2001:cdba:0:0:0:0:3257:9652 

2001:cdba::3257:9652 

The URL for the above address will be of the form: 

http://[2001:cdba:0000:0000:0000:0000:3257:9652]/ 

 

QUESTION 14

Which characteristics are representative of a link-state routing protocol? (Choose three.) 
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A. provides common view of entire topology 

B. exchanges routing tables with neighbors 

C. calculates shortest path 

D. utilizes event-triggered updates 

E. utilizes frequent periodic updates 

Correct Answer: ACD 

 

Each of routers running link-state routing protocol learns paths to all the destinations in its "area" so we can say
although it is a bit unclear. 

Link-state routing protocols generate routing updates only (not the whole routing table) when a change occurs in the
network topology so 

Link-state routing protocol like OSPF uses Dijkstra algorithm to calculate the shortest path -> . Unlike Distance vector
routing protocol (which utilizes frequent periodic updates), link-state routing protocol utilizes event-triggered updates
(only 

sends update when a change occurs) -> 

 

QUESTION 15

Which one of the following IP addresses is the last valid host in the subnet using mask 255.255.255.224? 

A. 192.168.2.63 

B. 192.168.2.62 

C. 192.168.2.61 

D. 192.168.2.60 

E. 192.168.2.32 

Correct Answer: B 

With the 224 there are 8 networks with increments of 32 One of these is 32 33 62 63 where 63 is broadcast so 62 is last
valid host out of given choices. 
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