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QUESTION 1

During which stage of the boot process would this message be seen? 

Ide0: BM-DMA at 0xff00-0xff07, BIOS settings: hda:DMA, hdb:DMA 

A. Boot loader start and hand off to kernel 

B. Kernel loading 

C. Hardware initialization and setup 

D. Daemon initialization and setup 

Correct Answer: C 

 

QUESTION 2

Which of the following commands can be used to connect and interact with remote services? (Choose TWO correct
answers.) 

A. nettalk 

B. nc 

C. telnet 

D. cat 

E. netmap 

Correct Answer: BC 

 

 

QUESTION 3

Which of the following sshd configuration settings should be set to no in order to fully disable password based logins?
(Choose THREE correct answers.) 

A. PAMAuthentication 

B. ChallengeResponseAuthentication 

C. UsePAM 

D. UsePasswords 

E. PasswordAuthentication 

Correct Answer: BCE 
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QUESTION 4

Considering the following excerpt from the httpd.conf file, select the correct answer below: 

 AllowOverride AuthConfig Indexes  

A. The Indexes directive in the excerpt allows the use of other index-related directives such as DirectoryIndex 

B. Both directives AuthConfig and Indexes found in the server\\'s .htaccess file will be overridden by the same directives
found in the httpd.conf file 

C. The AuthConfig used in the excerpt allows the use of other authentication-related directives such as AuthType 

D. The excerpt is incorrect, as the AllowOverride cannot be used with Indexes, since the latter cannot be overridden 

E. The excerpt is incorrect, because AllowOverride cannot be used inside a Location section 

Correct Answer: E 

 

 

QUESTION 5

After having a laptop assigned to a new subnet, a user is no longer able to login to the SSH server with an error
message like Connection closed by remote host. Which of the following are possible approaches to determine and fix
the cause of this problem? (Choose TWO correct answers.) 

A. Generate a new host key on the client and replace the current client host key on the SSH server. 

B. Verify that the settings in /etc/host.allow and /etc/host.deny are not preventing access. 

C. Flush the ARP table and the neighbor discovery cache on both the SSH server and the client. 

D. Add the new IP address of the client to the AllowHosts configuration setting on the SSH server. 

E. Check that there are no netfilter rules that reject SSH connections from the new IP address. 

Correct Answer: BE 

 

 

QUESTION 6

The Internet gateway connects the clients with the Internet by using a Squid proxy. Only the clients from the network
192.168.1.0/24 should be able to use the proxy. Which of the following configuration sections is correct? 

A. acl local src 192.168.1.0/24 http_allow local 

B. acl local src 192.168.1.0/24 http_access allow local 
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C. acl local src 192.168.1.0/24 http access allow local 

D. acl local src 192.168.1.0/24 http_access_allow=local 

E. acl local src 192.168.1.0/24 httpd local allow 

Correct Answer: B 

 

 

QUESTION 7

As of Linux kernel 2.4, which software is used to configure a VPN? 

A. IPSec 

B. SSH 

C. net - tools 

D. FreeS/WAN 

E. iproute2 

Correct Answer: D 

 

QUESTION 8

If there is no access directive, what is the default setting for OpenLDAP? 

A. access to * by anonymous read by * none 

B. access to * by anonymous read by * read 

C. access to * by anonymous auth by * read 

D. access to * by anonymous write by * read 

Correct Answer: A 

 

QUESTION 9

An iptables firewall was configured to use the target MASQUERADE to share a dedicated wireless connection to the
Internet with a few hosts on the local network. 

The Internet connection becomes very unstable in rainy days and users complain their connections drop when
downloading e-mail or large files, while web browsing seems to be working fine. 

Which change to your iptables rules could alleviate the problem? 

A. Change the target MASQUERADE to SNAT 
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B. Change the target MASQUERADE to DNAT 

C. Change the target MASQUERADE to BALANCE and provide a backup Internet connection 

D. Change the target MASQUERADE to REDIRECT and provide a backup Internet connection 

E. Change the target MASQUERADE to BNAT 

Correct Answer: A 

 

 

QUESTION 10

What is the default location for sendmail configuration files? (Please provide the complete path to the directory) 

Correct Answer: /etc/mail  

 

QUESTION 11

What must be done on a host to allow a user to log in to that host using an SSH key? 

A. Add their private key to ~/. ssh/authorized_keys 

B. Reference their public key in ~/. ssh/config 

C. Run ssh-agent on that host 

D. Add their public key to ~/. ssh/authorized_keys 

E. Reference their private key in ~/. ssh/config 

Correct Answer: D 

 

QUESTION 12

When trying to reverse proxy a web server through Nginx, what keyword is missing from the following configuration
sample? 

location / { 

_________ http://proxiedserver:8080; 

} 

A. remote_proxy 

B. reverse_proxy 

C. proxy_reverse 
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D. proxy_pass 

Correct Answer: D 

 

 

QUESTION 13

With netfilter, which packet matching table contains built-in chains called INPUT, OUTPUT and FORWARD? 

A. ipconn 

B. filter 

C. nat 

D. default 

E. masq 

Correct Answer: B 

 

 

QUESTION 14

Which file can be used to make sure that procmail is used to filter a user\\'s incoming email? 

A. ${HOME}/.procmail 

B. ${HOME}/.forward 

C. ${HOME}/.bashrc 

D. /etc/procmailrc 

E. /etc/aliases 

Correct Answer: B 

 

QUESTION 15

Which of the following configuration lines will export /usr/local/share/ to nfsclient with read- write access, ensuring that
all changes are straight to the disk? 

A. /usr/local/share nfsclient(rw) written 

B. nfsclient: /usr/local/share/:rw,sync 

C. /usr/local/share nfsclient:rw:sync 
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D. /usr/local/share nfsclient(rw,sync) 

E. nfsclient(rw,sync) /usr/local/share 

Correct Answer: D 
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