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QUESTION 1

An organization using VMware Carbon Black makes use of an unsigned third party application that is critical to business
function. Unfortunately, the application has a reputation of Potentially Unwanted Program and is prevented from running
based on the policy. 

What Approved list mechanism will allow this application to run in your environment while maintaining the most secure
posture? 

A. MD5 Hash based 

B. Certs based 

C. IT Tools based 

D. SHA-256 Hash based 

Correct Answer: D 

Reference: https://community.carbonblack.com/gbouw27325/attachments/gbouw27325/product-docs-
news/3221/1/VMware%20Carbon%20Black%20App%20Control%20User%20Guide%20v8.6.pdf 

 

QUESTION 2

Refer to the exhibit. 

When attempting to run the recommended query for all Authorized SSH Keys in an organization, you see this view in
the console. 

Why are you not able to run the query? 

A. You must schedule the query first, before you can run the query 

B. The policy Windows Endpoints have no devices 

C. You need the ‘Use Recommended Query
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Correct Answer: C 

 

 

QUESTION 3

In VMware Carbon Black Cloud, which reputations have the highest priority during analysis? 

A. Known Priority 

B. Trusted Allow List 

C. Company Allow List 

D. Ignore 

Correct Answer: B 

 

 

QUESTION 4

Which shell command line syntax represents less suspicious danger than the others? 

A. sc create 

B. -Enc 

C. clear 

D. net user 

Correct Answer: C 

 

 

QUESTION 5

Which three Workspace ONE UEM capabilities are used to configure security policies on Windows 10 desktops?
(Choose three.) 

A. Application Profiles 

B. Custom XML 

C. Custom Attributes 

D. Baselines 

E. Native Profiles 
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Correct Answer: BCD 

 

 

QUESTION 6

Which would require a Layer 7 Firewall? 

A. block a specific port 

B. block a subnet range 

C. block a host 

D. block a specific application 

Correct Answer: D 

 

 

QUESTION 7

Refer to the exhibit. 

Which statement is true about the firewall rule? 

A. It is a gateway firewall applied to a Tier-0 gateway that drops traffic on port 22 

B. It is a distributed firewall applied to App-Services, DB-Servers and Web-Servers that rejects traffic on port 22 

C. It is a distributed firewall applied to App-Services, DB-Servers and Web-Servers that drops traffic on port 22 

D. It is a gateway firewall applied to a Tier-0 gateway that rejects traffic on port 22 

Correct Answer: A 

 

 

QUESTION 8

Refer to the exhibit. 
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From the VMware Carbon Black Cloud console, what page do you go to after clicking the Non-Malware bar in the
Potentially Suspicious Activity chart? 

A. Notifications page with the selected alert filtered 

B. Reputations page with the selected reputation filtered 

C. Investigate page with the selected reputation filtered 

D. Alerts page with the selected alert filtered 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-Carbon-Black-Cloud/services/carbon-black-cloud-user-guide.pdf (15) 

 

QUESTION 9

Which VMware product allows you to query an endpoint like a database? 

A. VMware NSX-T Data Center 

B. VMware Carbon Black Audit and Remediation 

C. VMware Workspace ONE UEM 

D. VMware Carbon Black Endpoint Standard 

Correct Answer: C 

 

 

QUESTION 10

Which is a common solution to implement for inbound network attacks? 

A. Load Balancer 

B. Firewall 
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C. Proxy 

D. Reverse Proxy 

Correct Answer: B 
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