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QUESTION 1

Scenario: A Citrix Engineer is setting up Citrix Application Delivery Management (ADM) in High Availability (HA) mode.
The engineer creates both nodes and connects them to the same subnet. 

Which IP address must the engineer configure on the Citrix ADM HA pair to allow instances to reconnect to Citrix ADM
after a failover? 

A. Virtual 

B. Cluster 

C. Subnet 

D. Floating 

Correct Answer: D 

 

 

QUESTION 2

A Citrix Engineer has defined an HTTP Callout, hc_authorized_location, to return the value "Authorized" if client\\'s IP
address is on a list of authorized external locations. 

Which advanced expression should the engineer use in a policy for testing this condition? 

A. SYS.HTTP_CALLOUT(hc_authorized_location).IS_TRUE 

B. SYS.HTTP_CALLOUT(hc_authorized_location).EQ("Authorized") 

C. SYS.HTTP_CALLOUT(hc_authorized_location).IS_VALID 

D. SYS.HTTP_CALLOUT(hc_authorized_location).EQUALS_ANY("Authorized") 

Correct Answer: D 

 

 

QUESTION 3

Which Front End Optimization technique causes the Citrix ADC to resize images before sending them to the client? 

A. Minify 

B. Shrink to Attributes 

C. Compression 

D. Inlining 
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Correct Answer: B 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/front-end- optimization.html 

 

QUESTION 4

Scenario: A Citrix Engineer is implementing Integrated Caching to increase performance of a web application. The
Application Engineer replaces a small logo on the main page with a new one. Later on, when the engineer attempts to
access the page, the old logo is displayed. Which enabled setting in the Content Group would cause this to happen? 

A. Ignore browser\\'s reload request 

B. Do not cache--if size exceeds 500 KB 

C. Expire content after 60 seconds 

D. Do not cache--if hits are less than 1 

Correct Answer: A 

 

QUESTION 5

Scenario: A Citrix Engineer notices that a web page takes a long time to display. Upon further investigation, the
engineer determines that the requested page consists of a table of high-resolution pictures which are being displayed in
table cells measuring 320 by 180 pixels. 

Which Front End Optimization technique can the engineer enable on the Citrix ADC to improve time-todisplay? 

A. Shrink to Attributes 

B. Make Inline 

C. Extend Page Cache 

D. Minify 

Correct Answer: A 

Reference: https://docs.citrix.com/en-us/netscaler/11-1/optimization/front-end- optimization.html 

 

QUESTION 6

Which license must be present on the Citrix ADC for the Citrix Application Delivery Management (ADM) Service to
generate HDX Insight reports that present one year\\'s worth of data? 

A. Advanced 

B. Premium Plus 

C. Premium 
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D. Standard 

Correct Answer: C 

 

QUESTION 7

Scenario: During application troubleshooting, a Citrix Engineer notices that response traffic received from a protected
web application is NOT matching what the web server is sending out. The engineer is concerned that someone is trying
to disrupt caching behavior. 

Which action is the Citrix Web App Firewall performing that would trigger this false positive? 

A. Removing the Last-Modified header 

B. Inserting a hidden form field 

C. Removing the Accept-Encoding header 

D. Modifying and adding cookies in the response 

Correct Answer: A 

 

 

QUESTION 8

Scenario: A Citrix Engineer is asked to implement multi-factor authentication for Citrix Gateway. The engineer creates
the authentication policies and binds the policies to the appropriate bind points. The engineer creates a custom form
using Notepad++ to format the page which will capture the user\\'s credentials. 

What is the first step the engineer must perform to assign this form to the authentication process? 

A. Create a login schema policy and bind it to the authentication virtual server. 

B. Bind the authentication policy to the primary authentication bank of the Citrix Gateway 

C. Create a login schema profile and select the uploaded file. 

D. Create an authentication policy label and bind it to an authentication policy. 

Correct Answer: B 

 

QUESTION 9

Scenario: A Citrix Engineer is monitoring the environment with Citrix Application Management (ADM). Management has
asked lota report of high-risk traffic to protected internal websites. 

Which dashboard can the engineer use to generate the requested report? 

A. Transactions 
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B. APP 

C. APP Security 

D. Users and Endpoints 

Correct Answer: C 

 

QUESTION 10

A Citrix Engineer enabled Cookie Consistency protection on a web application and wants to verify that it is working. 

Which cookie name can the engineer look for in the HTTP headers sent from the client to verify the protection? 

A. Citrix_ns_id 

B. Citrix_waf_id 

C. Citrix_adc_id D. Citrix_sc_id 

Correct Answer: A 

 

 

QUESTION 11

Which action ensures that content is retrieved from the server of origin? 

A. CACHE 

B. MAY_CACHE 

C. NOCACHE 

D. MAY_NOCACHE 

Correct Answer: C 

Reference: https://docs.citrix.com/en-us/citrix-adc/current-release/optimization/integrated- caching/ configure- cookies-
headers-and-polling.html 

 

QUESTION 12

Which variable will display the client\\'s source IP address when added to an HTML Error Object page? 

A. $ 

B. ${CUENT.IPSRC} 

C. $(CLIENT.1P.SRC) 
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D. $[CLIENT.IP.SRC] 

Correct Answer: B 

 

QUESTION 13

Scenaho: A Citrix Engineer needs to block requests from a list of IP addresses in a database maintained by the Security
team. The Security team has built a web application that will send a response of either "Blocked" or "Allowed," based on
whether the given IP address is on the list. 

Which expression should the engineer use to extract the status for policy processing? 

A. HTTP.RES.STATUS 

B. HTTP.RES.HEADERfConnection") 

C. HTTP.RES.BODY(1000) 

D. HTTP.RES.CONTENT LENGTH.GT(0) 

Correct Answer: B 

 

 

QUESTION 14

A Citrix Engineer needs to create a configuration job to clone a configuration from an existing Citrix ADC to a new Citrix
ADC. 

Which configuration source can the engineer use to accomplish this? 

A. Master Configuration 

B. Inbuilt Template 

C. Instance 

D. Configuration Template 

Correct Answer: C 

Reference: https://docs.citrix.com/en-us/citrix-application-delivery-management- software/current-release/
stylebooks/migrate-citirx-adc-application-configuration-using- stylebooks.html 

 

QUESTION 15

Which two protections ensure that the correct data is returned by the client? (Choose two.) 

A. Form Field Consistency. 

B. Field Formats 
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C. HTML Cross-Site Scripting (XSS) 

D. Cross-Site Request Forgeries (CSRF) 

Correct Answer: AD 

Reference: https://docs.citrix.com/en-us/citrix-adc/citrix-adc-secure-deployment/secure- deploymentguide.html 
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