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QUESTION 1

Which two mechanisms does Oracle Access Manager provide for credential collection during authentication? 

A. Embedded Credential Collector (ECC) 

B. Security Store Collector (SSC) 

C. Detached Credential Collector (DCC) 

D. Security Token Services (STS) 

E. CredentialSecurity Framework (CSF) 

Correct Answer: AC 

 

QUESTION 2

Which two cookies are created whenyouin to Oracle Access Manager 11g with 11g WebGates? 

A. ObSSOCookie 

B. OAM_ID 

C. OAM_AuthnCookie 

D. OAM_AuthzCookie 

E. WL_AUTHCOOKIE_JSESSIONID 

Correct Answer: BC 

 

QUESTION 3

Which statement is true about Service Providers and Service Profiles in Oracle Access Management Mobile and
Social? 

A. A service Provider instance may or may not have a corresponding Service Profile instance. 

B. A Service Profile instance may or may not have a corresponding Service Provider instance. 

C. Each Service Provider instance requires at least onecorresponding Service Profile instance. 

D. One Service Profile cannot be assigned to multiple Service Domains. 

Correct Answer: C 

 

QUESTION 4
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Identity two ways in which you can diagnose an issue when the Remote Registration Tool in Oracle Access Manager
fails. 

A. Ensure that an agent name is alreadyregistered. 

B. Ensure that the agent name is unique. 

C. Ensure that AdminServer is running. 

D. Ensure that AdminServer is not running. 

E. Ensure that the agent name and application domain are different. 

Correct Answer: AC 

 

QUESTION 5

Which service does the Session Management Engine (SME) use internally to provide a high performance, distributed
caching system, and to enable the monitoring and management of user sessions in real time? 

A. Oracle ADF 

B. Oracle Coherence 

C. WebGates 

D. Oracle Adaptive Access Manager 

Correct Answer: B 

 

QUESTION 6

Identify three uses of the Knowledge-Based Authentication functionality provided by Oracle Adaptive Access Manager. 

A. first authentication for forgot password 

B. second factor authentication forchange password 

C. offline SMS PIN-based authentication 

D. high risk user authentication 

E. user authorization 

Correct Answer: ABC 

 

QUESTION 7

How would you add support for additional Internet Identity Providers for Oracle Access Management Mobile and Social,
other than the preconfigured ones such as Facebook and LinkedIn? (Choose the best answer.) 
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A. You do this by implementing theoracle.security.idaas.rp.spi.ServiceproviderJava interface. 

B. Support for Internet Identity Providers is limited to the ones that are available out of the box from Oracle Access
Management. 

C. Support for Internet Identity Providers is enabled through the connectors built on the Identity Connector Framework
(ICF). 

D. You do this by implementing theoracle.security.idaas.rp.spi.IdentityProviderJava interface. 

Correct Answer: D 

 

QUESTION 8

Which statement is true about the Detached Credentials Collector (DCC) used in Oracle Access Manager? 

A. It is the default credentials collector for Oracle Access Manager 11gR1. 

B. It is the default credentials collector for Oracle Access Manager 11gR2. 

C. It is supported only by OracleAccess Manager 11gR1. 

D. It is supported only by Oracle Access Manager 11gR2. 

Correct Answer: D 

 

QUESTION 9

Identify the preconfigured authentication scheme that is used in the Oracle Access Management 11gR2 federation
service. 

A. OIFScheme 

B. OIFLDAPPlugin 

C. OIFMTLDAPPlugin 

D. FederationScheme 

Correct Answer: D 

 

QUESTION 10

Identity two authentication engines that are available in Oracle Identity Federation (OIF) 11g. 

A. LDAP 

B. Flat File 

C. MongoDB 
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D. JAAS 

E. Excel File 

Correct Answer: AD 

 

QUESTION 11

Identify two protocols that the Oracle Access Management Social module supports for Authentication and Authorization
using Internet Identity services. (Choose two.) 

A. OpenID 

B. WebID 

C. BrowserID 

D. Windows Live ID 

E. OAuth 

Correct Answer: AE 

 

QUESTION 12

Identity functions that Oracle Adaptive Access Manager provides. 

A. risk-based access control 

B. secure credential collection 

C. offline and online risk analytics 

D. username and password validation 

E. single sign-on 

F. user provisioning 

Correct Answer: ABE 

 

QUESTION 13

Identify two services offered by the Oracle Access Management Suite Plus 11g. 

A. web-perimetersecurity functions 

B. Identity Context 

C. Identity Provisioning 
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D. Privileged Accounts Management 

E. Entitlement Certification 

Correct Answer: BE 

 

QUESTION 14

Identity two settings that are available from the common settings for a session in Oracle Access Manager system
configuration. 

A. Session Lifetime 

B. Minimum Number of Sessions per User 

C. Maximum Number of Sessions per User 

D. Session Cache Memory size 

E. Session Security Protocol 

Correct Answer: AC 

 

QUESTION 15

What would you need to configure to use Oracle Adaptive Access Manager (OAAM) along with Mobile Single Sign-On,
by using Oracle Access Management Mobile services? 

A. An appropriate security handler plug-in name needs to be configured for the Mobile Service domain to use OAAM. 

B. An authentication scheme needs to be configured for the Mobile Service domain to reflect OAAM use. 

C. A separate application profile needs to be created for OAAM. 

D. The Mobile Service domain needs to specify a configuration for OAAM. 

Correct Answer: B 
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