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QUESTION 1

Which item represents the standard IP ACL? 

A. access-list 110 permit ip any any 

B. access-list 50 deny 192.168.1.1 0.0.0.255 

C. access list 101 deny tcp any host 192.168.1.1 

D. access-list 2500 deny tcp any host 192.168.1.1 eq 22 

Correct Answer: B 

The standard access lists are ranged from 1 to 99 and from 1300 to 1999 so only access list 50 is a standard access
list. 

 

QUESTION 2

Which two commands correctly verify whether port security has been configured on port FastEthernet 0/12 on a switch?
(Choose two.) 

A. SW1#show port-secure interface FastEthernet 0/12 

B. SW1#show switchport port-secure interface FastEthernet 0/12 

C. SW1#show running-config 

D. SW1#show port-security interface FastEthernet 0/12 

E. SW1#show switchport port-security interface FastEthernet 0/12 

Correct Answer: CD 

We can verify whether port security has been configured by using the "show running-config" or "show port-security
interface" for more detail. An example of the output of "show port-security interface" command is shown below: 
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QUESTION 3

Scenario 

Refer to the topology. Your company has connected the routers R1, R2, and R3 with serial links. R2 and R3 are
connected to the switches SW1 and SW2, respectively. SW1 and SW2 are also connected to the routers R4 and R5. 

The EIGRP routing protocol is configured. 

You are required to troubleshoot and resolve the EIGRP issues between the various routers. 

Use the appropriate show commands to troubleshoot the issues. 
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The loopback interfaces on R4 with the IP addresses of 10.4.4.4/32, 10.4.4.5/32, and 10.4.4.6/32 are not appearing in
the routing table of R5. Why are the interfaces missing? 

A. The interfaces are shutdown, so they are not being advertised. 

B. R4 has been incorrectly configured to be in another AS, so it does not peer with R5. 

C. Automatic summarization is enabled, so only the 10.0.0.0 network is displayed. 

D. The loopback addresses haven\\'t been advertised, and the network command is missing on R4. 

Correct Answer: B 

For an EIGRP neighbor to form, the following must match: 

-Neighbors must be in the same subnet 

-K values 

-AS numbers 

-Authentication method and key strings 

Here, we see that R4 is configured for EIGRP AS 2, when it should be AS 1. 
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QUESTION 4

Refer to exhibit: 

Which two destination addresses will be used by Host A to send data to Host C? (Choose two.) 

A. the IP address of Switch 1 

B. the MAC address of Switch 1 
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C. the IP address of Host C 

D. the MAC address of Host C 

E. the IP address of the router\\'s E0 interface 

F. the MAC address of the router\\'s E0 interface 

Correct Answer: CF 

While transferring data through many different networks, the source and destination IP addresses are not changed. Only
the source and destination MAC addresses are changed. So in this case Host A will use the IP address of Host C and
the MAC address of E0 interface to send data. When the router receives this data, it replaces the source MAC address
with its own E1 interface\\'s MAC address and replaces the destination MAC address with Host C\\'s MAC address
before sending to Host C. 

 

QUESTION 5

Which three are valid modes for a switch port used as a VLAN trunk? (Choose three.) 

A. transparent 

B. auto 

C. on 

D. desirable 

E. blocking 

F. forwarding 

Correct Answer: BCD 

These are the different types of trunk modes: 

ON: This mode puts the port into permanent trunk mode and negotiates to convert the link into a trunk link. The port
becomes a trunk port even if the adjacent port does not agree to the change. 

OFF: This mode puts the port into permanent non-trunk mode and negotiates to convert the link into a non-trunk link.
The port becomes a non-trunk port even if the adjacent port does not agree to the change. 

Desirable: This mode causes the port to actively attempt to convert the link into a trunk link. The port becomes a trunk
port if the adjacent port is set to on, desirable, or auto mode. 

Auto: This mode enables the port to convert the link into a trunk link. The port becomes a trunk port if the adjacent port
is set to on or desirable mode. This is the default mode for Fast and Gigabit Ethernet ports. 

Nonegotiate: This mode puts the port into permanent trunk mode, but does not allow the port to generate Dynamic
Trunking Protocol (DTP) frames. The adjacent port must be configured manually as a trunk port to establish a trunk
link. 

 

QUESTION 6
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Which three statements about RSTP are true? (Choose three.) 

A. RSTP significantly reduces topology reconverging time after a link failure. 

B. RSTP expands the STP port roles by adding the alternate and backup roles. 

C. RSTP port states are blocking, discarding, learning, or forwarding. 

D. RSTP provides a faster transition to the forwarding state on point-to-point links than STP does. 

E. RSTP also uses the STP proposal-agreement sequence. 

F. RSTP uses the same timer-based process as STP on point-to-point links. 

Correct Answer: ABD 

One big disadvantage of STP is the low convergence which is very important in switched network. To overcome this
problem, in 2001, the IEEE with document 802.1w introduced an evolution of the Spanning Tree Protocol: Rapid
Spanning 

Tree Protocol (RSTP), which significantly reduces the convergence time after a topology change occurs in the network.
While STP can take 30 to 50 seconds to transit from a blocking state to a forwarding state, RSTP is typically able to 

respond less than 10 seconds of a physical link failure. 

RSTP works by adding an alternative port and a backup port compared to STP. These ports are allowed to immediately
enter the forwarding state rather than passively wait for the network to converge. 

RSTP bridge port roles: 

*

 Root port ?A forwarding port that is the closest to the root bridge in terms of path cost 

*

 Designated port ?A forwarding port for every LAN segment 

*

 Alternate port ?A best alternate path to the root bridge. This path is different than using the root port. The alternative
port moves to the forwarding state if there is a failure on the designated port for the segment. 

*

 Backup port ?A backup/redundant path to a segment where another bridge port already connects. The backup port
applies only when a single switch has two links to the same segment (collision domain). To have two links to the same
collision domain, the switch must be attached to a hub. 

*

 Disabled port ?Not strictly part of STP, a network administrator can manually disable a port. 

 

QUESTION 7
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Refer to the exhibit. 

An attempt to deny web access to a subnet blocks all traffic from the subnet. Which interface command immediately
removes the effect of ACL 102? 

A. no ip access-class 102 in 

B. no ip access-class 102 out 

C. no ip access-group 102 in 

D. no ip access-group 102 out 

E. no ip access-list 102 in 

Correct Answer: D 

The "ip access-group" is used to apply and ACL to an interface. From the output shown, we know that the ACL is
applied to outbound traffic, so "no ip access-group 102 out" will remove the effect of this ACL. 

 

QUESTION 8

What are three factors a network administrator must consider before implementing Netflow in the network? (Choose
three.) 

A. CPU utilization 

B. where Netflow data will be sent 

C. number of devices exporting Netflow data 

D. port availability 

E. SNMP version 

F. WAN encapsulation 

200-120 Practice Test | 200-120 Study Guide | 200-120 Braindumps                             10 / 16

https://www.pass4lead.com/200-120.html
https://www.pass4lead.com/200-120.html
https://www.pass4lead.com/200-120.html


https://www.pass4lead.com/200-120.html
2022 Latest pass4lead 200-120 PDF and VCE dumps Download

Correct Answer: ABC 

NetFlow has a reputation for increasing CPU utilization on your network devices. Cisco\\'s performance testing seems to
indicate that newer hardware can accommodate this load pretty well, but you will still want to check it out before you turn
on the feature. Some symptoms of high CPU utilization are very large jitter and increased delay. Services running on the
device may also be affected. Another thing to keep in mind is the amount of data you\\'re going to be sending across the
network. Depending on how much traffic you have and how you configure it, the traffic can be substantial. For example,
you may not want to send NetFlow data from a datacenter switch to a NetFlow collector on the other side of a small
WAN circuit. Also bear in mind that the flows from aggregating large numbers of devices can add up. 

Reference: http://searchenterprisewan.techtarget.com/tip/How-the-NetFlow-protocol-monitors-your-WAN 

 

QUESTION 9

What two things will a router do when running a distance vector routing protocol? (Choose two.) 

A. Send periodic updates regardless of topology changes. 

B. Send entire routing table to all routers in the routing domain. 

C. Use the shortest-path algorithm to the determine best path. 

D. Update the routing table based on updates from their neighbors. 

E. Maintain the topology of the entire network in its database. 

Correct Answer: AD 

Distance means how far and Vector means in which direction. Distance Vector routing protocols pass periodic copies of
routing table to neighbor routers and accumulate distance vectors. In distance vector routing protocols, routers discover
the best path to destination from each neighbor. The routing updates proceed step by step from router to router. 

 

QUESTION 10

Which three are characteristics of an IPv6 anycast address? (Choose three.) 

A. one-to-many communication model 

B. one-to-nearest communication model 

C. any-to-many communication model 

D. a unique IPv6 address for each device in the group 

E. the same address for multiple devices in the group 

F. delivery of packets to the group interface that is closest to the sending device 

Correct Answer: BEF 

A new address type made specifically for IPv6 is called the Anycast Address. These IPv6 addresses are global
addresses, these addresses can be assigned to more than one interface unlike an IPv6 unicast address. Anycast is
designed to 
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send a packet to the nearest interface that is a part of that anycast group. 

The sender creates a packet and forwards the packet to the anycast address as the destination address which goes to
the nearest router. The nearest router or interface is found by using the metric of a routing protocol currently running on 

the network. However in a LAN setting the nearest interface is found depending on the order the neighbors were
learned. The anycast packet in a LAN setting forwards the packet to the neighbor it learned about first. 

 

QUESTION 11

Refer to the graphic. 

Host A is communicating with the server. What will be the source MAC address of the frames received by Host A from
the server? 

A. the MAC address of router interface e0 

B. the MAC address of router interface e1 

C. the MAC address of the server network interface 

D. the MAC address of host A 

Correct Answer: A 

Whereas switches can only examine and forward packets based on the contents of the MAC header, routers can look
further into the packet to discover the network for which a packet is destined. Routers make forwarding decisions based
on the packet\\'s network-layer header (such as an IPX header or IP header). These network-layer headers contain
source and destination network addresses. Local devices address packets to the router\\'s MAC address in the MAC
header. After receiving the packets, the router must perform the following steps: 

1.

 Check the incoming packet for corruption, and remove the MAC header. The router checks the packet for MAC-layer
errors. The router then strips off the MAC header and examines the network-layer header to determine what to do with
the packet. 
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2.

 Examine the age of the packet. The router must ensure that the packet has not come too far to be forwarded. For
example, IPX headers contain a hop count. By default, 15 hops is the maximum number of hops (or routers) that a
packet can cross. If a packet has a hop count of 15, the router discards the packet. IP headers contain a Time to Live
(TTL) value. Unlike the IPX hop count, which increments as the packet is forwarded through each router, the IP TTL
value decrements as the IP packet is forwarded through each router. If an IP packet has a TTL value of 1, the router
discards the packet. A router cannot decrement the TTL value to 1 and then forward the packet. 

3.

 Determine the route to the destination. Routers maintain a routing table that lists available networks, the direction to the
desired network (the outgoing interface number), and the distance to those networks. After determining which direction
to forward the packet, the router must build a new header. (If you want to read the IP routing tables on a Windows 95/98
workstation, type ROUTE PRINT in the DOS box.) 

4.

 Build the new MAC header and forward the packet. Finally, the router builds a new MAC header for the packet. The
MAC header includes the router\\'s MAC address and the final destination\\'s MAC address or the MAC address of the
next router in the path. 

 

QUESTION 12

What are two benefits of using NAT? (Choose two.) 

A. NAT facilitates end-to-end communication when IPsec is enabled. 

B. NAT eliminates the need to re-address all hosts that require external access. 

C. NAT conserves addresses through host MAC-level multiplexing. 

D. Dynamic NAT facilitates connections from the outside of the network. 

E. NAT accelerates the routing process because no modifications are made on the packets. 

F. NAT protects network security because private networks are not advertised. 

Correct Answer: BF 

By not revealing the internal IP addresses, NAT adds some security to the inside network -> F is correct. 

NAT has to modify the source IP addresses in the packets -> E is not correct. 

Connection from the outside of the network through a "NAT" network is more difficult than a more network because IP
addresses of inside hosts are hidden -> C is not correct. 

In order for IPsec to work with NAT we need to allow additional protocols, including Internet Key Exchange (IKE),
Encapsulating Security Payload (ESP) and Authentication Header (AH) -> more complex -> A is not correct. 

By allocating specific public IP addresses to inside hosts, NAT eliminates the need to re-address the inside hosts -> B is
correct. 

NAT does conserve addresses but not through host MAC-level multiplexing. It conserves addresses by allowing many
private IP addresses to use the same public IP address to go to the Internet -> C is not correct. 
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QUESTION 13

When you are troubleshooting an ACL issue on a router, which command would you use to verify which interfaces are
affected by the ACL? 

A. show ip access-lists 

B. show access-lists 

C. show interface 

D. show ip interface 

E. list ip interface 

Correct Answer: D 

Incorrect answer: 

show ip access-lists does not show interfaces affected by an ACL. 

 

QUESTION 14

Which command is used to enable CHAP authentication, with PAP as the fallback method, on a serial interface? 

A. Router(config-if)# ppp authentication chap fallback ppp 

B. Router(config-if)# ppp authentication chap pap 

C. Router(config-if)# authentication ppp chap fallback ppp 

D. Router(config-if)# authentication ppp chap pap 

Correct Answer: B 

This command tells the router first to use CHAP and then go to PAP if CHAP isn\\'t available. 

 

QUESTION 15

Which type of EIGRP route entry describes a feasible successor? 

A. a backup route, stored in the routing table 

B. a primary route, stored in the routing table 

C. a backup route, stored in the topology table 

D. a primary route, stored in the topology table 

Correct Answer: C 

200-120 Practice Test | 200-120 Study Guide | 200-120 Braindumps                             14 / 16

https://www.pass4lead.com/200-120.html
https://www.pass4lead.com/200-120.html
https://www.pass4lead.com/200-120.html


https://www.pass4lead.com/200-120.html
2022 Latest pass4lead 200-120 PDF and VCE dumps Download

EIGRP uses the Neighbor Table to list adjacent routers. The Topology Table list all the learned routers to destination
whilst the Routing Table contains the best route to a destination, which is known as the Successor. The Feasible
Successor is a backup route to a destination which is kept in the Topology Table. 
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